Freedom of Information 

and 

Privacy Acts 


FOIPA# 1056287 and FOIPAm056307-l 
Subjects: DCS-3000 and RED HOOK 
File Number: DIVISION DOCUMENTS 
Section: 29 



Federal Bureau of Investigation 


.ombjning 


(pbH U] 

I fn-PHFBII 
KrTO) (CON) ! 

ie Collection systems under one 



7 c 



fbd time as all the streets will close at 1 pm We d (19th) here, I agree that we 
lo this but next week would be better asl [will also be back then. 



IT Specialist (Security) 
Team 1 Certification Lead 
Certification Unit. IAS. SecD 

202I I 



Subject: Combining the Collection systems under one C&A 


UNCLASSIFIED 

NON-RECORD 


Gents, 

After many internal discussion regarding the Certification and Accreditation (C&A) 
process of systems, we [AU, CU, and I] came to the conclusion that combining 
systems under one C&A makes sense (in some cases). I'd like to get your opinion 
on this matter as I’m l ooking to combine the collections systems ( DCSnet, DCS 
3000, 5000, 6000, and Lnder one C&A (if that makes sense to do so). 

I'd like to arrange a meenngnor 13:30 tomorrow 19 January to discuss and collect 
your comments. We can meet in my office unless someone has a better alternative. 


ALL lUFOBIlATIOH COIITADJErj 
HEREIM IS [JWCLA3.SrFIED 

DATE 06-03-2007 BY 65179 DHH/TAH/K.WJB 


X 


(1) 



UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 




X 


(2) 


UNCLASSIFIED 
NON -RECORD 


Not a good time as all the sb^eets will close a t 1pm Wed (19th) here. I agree that we should do 

this but next week would be better as | [ will also be back then. 

bob 


IT Specialist (Security) 

Team 1 Certification Lead 
Certfiratinn 1 Init, IAS, SecD 
202| I 

From ] | (rTD)(FBl) 

S ent: luesaav, januSrv 18, 2005 8:00 
Td IflTD) (FBI) 


I iTTnWFRnT 
Cc 

SuDjeci: Lomo 


IjlTD 

!ilectic 


J(SecD)(CON)i 
l(ITD) (CON) 




r 

)(CON)l 


TmriiiEBnt 


](5ecb) (fW 


iject: Lomoining tne t-ofiection systems under one C&A 


bo 


UNCLASSIFIED 

NON-RECORD 


Gents, 


After many internal discussion regarding the Certification and Accreditation (C&A) 
process of systems, we [AU, CU, and I] came to the conclusion that combining systems 
under one C&A makes sense (in some cases). I'd like to get your opinion on this matter as 
I'm loold na to combine tiie collections systems ( DCSnet, DCS 3000, 5000, 6000, and 
I U nder one C&A (if that makes sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 


Cheers, | | 

I J ^ 

ISSM, Ou ^ticoConm lex 
ERF (703 | [ 



X 


(3) 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 




I’m not sure we’re the right group to answer question number 8 since we do not conduct Title Ills or FlSAs (we provide 
support for these operations upon requests from the field). Divisions 5 and 6 should have these numbers - CALEA 
was enacted in October 1994 1 l as a list of Title-lils for e^h fiscal year by field office. There is 

an annual unclassified disclosure of hmA applications published by the DOJ, but the actual number of FISA targets 

X 


( 4 ) 



and intercepts is classified secret and is treated as "need-tO'know only" information - and I don't know. 


Information from the annual unclassifted FISA 



b:: 


Year FISA Applications Submitted 

1996 839 

1997 749 

1998 796 

1999 886 

2000 1005 

2001 932 

2002 1228 
2003 1727 


ITD has provided the DCS-3000 CALEA pen-register and trap/trace data collection system to more than 50 federal, 
state, and local law enforcement agencies to assist with CALEA based intercepts. The following are examples of the 
agencies that ITD has assisted in this regard: 

Local Law Enforcement State Law Enforcement Federal Law Enforcement 


hi 

tc 


I hope this helps, 

□ 


nrpinal Moccafia. 

From:L 


]rTD) 


(FBI) 


Se nt: Monday, JanuafvlO , 2005 PM 

Tnl 


_Cc 


T 




V 10, 2005 5; 
V) (FBI);[ 


JUD) (FBI)£ 


[ 


ITDUCONlX 
CUD) CFBI);T 


Subject; FW: IG Questions Part u: ueaaiine AbAF 

Importance: Fligh 


JfDKFBI) 


ICUD) (CON)I 

'^mT\ ■ 


]{UD) (CON); | 

f nJ) (FBI); 



UNCLASSIFIED 

NON-RECORD 


Hello all. 


Immediate deadline on this task. Please view e-mail and respond to SS/[ 
Thanks, 


I 1 


Orininal Mi 

Fronri 


1 (UD) (CON) 


X 


( 5 ) 


TD) (FBI 


Fr<«n: 

Sent: 

To: 

Cc: 

Subject; 


pldondii 


](OTD) (FBI) 
fOTDl 


pm 

t I (OTQ 
J(U)L>KFB));[ 


FW; Contingency plan information 


IJOTD) (FBI) 


_|(OTD)(CON) 


UNCLASSIFIED 

NQN-RECgRD 


I 1 

Can your ISSO provide ttie information requested for the DCS-3QOO? 

Thnx, 

-ca 

— Original MeSMge— 

From: I " I fSecDi (FBI) 

Sent: wofiriav PM 

To: 1 ln JD)(CON) i 1 , , 

Cc 1 r CTD^ (CON) J I (OTD) (FB1);I lOTD) (FBI) 

Subject: RE: ContingerKy plan information i i 

UNCLASSIFIED 

NON-RECORD 


I need contingency plan results for the following systems: 

Data Collection System 3000 
Data Collection System 5000 


— Original 

from: \ ICOTD) CFBI) 

Sent; ironaay Juiy 17, 200t 12: 12 PM 

To: I — 1 CSecD) CFBU , , 

Cc: 1 InTn^fmNvl l{OTD) (CON) 

(OTD) (FBI) * * ' 

Subject: RE: plan informaton 

UNCLASSIFIED 

NON-RECORD 


] (OTD) (FBI); [ 




1 



Per our phonecon - ]s the ISSO for the systems 

be able to provide ahylhirtg you neea. i nough I believe that he may 
part of this week. 


in question. I'm sure he wilt 
be out of the office at least 


ALL IlIFOBHATION COHTAIHED 

HEREIN IS UNCLASSIFIED 

DATE 06-H3-2007 BY 6-5179 DHH/TAII/OR/JB 


1 


Supervisory Engineering Technician 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 

ERF, Qua nt i rn \f & 

Tel; (703 
Cell:{202 
Fax:(703]| 



— Oriqi pal Message — 

from: T 
Sent: "W! 

Toi C 




Subject; Contingency ptan information 


]{SecD) (FBI) 
1:26 AM 
lOTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


j, neea contingency plan results for the following systems 

Data Collection System 3000 
Data Collection System 5000 

Thanks . 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


2 


OTD) (FBI 


From: 

Sent; 

To: 

Cc: 

Sut^ct: 


[ 


I^OTD^ (FBI) 

Monday. July 17. 2006 12:12 PM 


(SecD) (FBI)u 
TPyCONVl 


I I {OTD) (FBI) 

Kt: contingency plan infortlimiuii 


I 


JuiU) U-BI) 


]{OTD) (CON) i I 


UNCLASSIFIED 

NON-RECORD 


Per our phonecon | the ISSO for the systems in question. I'm sure he will be 

able to provide anything you need. Though I believe that he may be out of the office at least part of 
this week. 


Supervisory Engineering Technician 
ELSUR Technoiogy Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 

ERF, Qu antico. VA 
Tel: (703j 
Ceil:(202; 

Fax:(703; 


— Original Message — 

From: I (FBI) 

senti ■ MWOayjUJVl/, JUUbfl: 26 AM 
To: I KOTO) (FBI) 

sui^: ' Lonnngency pian mrorilfation 

UNCLASSIFIED 

NON-RECORD 


I need contingency plan results for the following systems: 

Data Collection System 3000 
Data Collection System 5000 

Thanks . 


UNCLASSIFIED 


UNCLASSIFIED 


3 



By separate e-mails, OGC's PIA staff will be communicating directly with the persons identified as POCs for 
each of the 28 FBI systems affected by this tasking. We will provide the division program POCs with the 
necessary forms for the program to complete {plus some additional questions we need for our review), and we 
will identify a designated OGC attorney to be OGC’s POC for each system who will work with the division 
POCs to "smooth" the form(s) within the deadline(s). 


My overall coordin ator for this tasking is Senior Assistan t General rniingpl| 

(Note there are nov | h the F BI. | [intemal e-mail addr ess is | ^ e only 

one i n OGC), and his Internet e-mail address i j 1 Plea^ don't hesitate to contact 

I my Deputy Pat Kelley (202-32 T I , or me (202-324- ) you have any questions. Thanks in 

advance for your support! 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


JNCLASSIFIED 


TD) (FBI 


From: 

Sent: 

To: 

Cc: 

Subject: 


I fOTDi (CON) 
roi:09 PM 

CU,{FBI) I 

|(OTD) (CON) j 
RiSit 300 Update 


lOTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


This affects the project known as Digital Collection which includes the DCS-5000, DCS-6000, and DCS-3000. 
(with coordination from the other teams) each year It's due to HQ (ITOD) 26 Jun. 


— Original I 

From: 

Sent: 

to: 

Cc; 

SubjacU 


rOTD) (FBI) 

?f>n6 2:37 PM 
J (OTD) (CQ[ 
__JrD) (CON)r 
ULxhM 300 Upda^ 


DA.TE: 06-08-2007 

CLASSIFIED fiV 6 5179 DMH/TAH/KSP./ JE 
PEA3GK: 1.4 (gj 
DECLASSIFY ON: 06-08-2032 


taro) (FBI) 


ALL IHFORHATIDN COIITAINID 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHONN OT HER WISE 


S^;^T 


X (1) 



I l(OTD) (FBI) 


From: I b TD^ (FBI) 

Sent: Thursday Mav 11. 2 006 4:54 PM 

To; I INYl fF BI^ - 

Cc: I . 'k OTP) (FBI)[ 

I I OTP) (FBI) 

Subject: NYC Revisit 


]oTD) (CON); 


UNCLASSIFIED 

NON-RECORD fc 7r 


I are planning another trip to your FO, Weds. 5/17/06 to troubleshoot the DCS'3000/5000 IWay push. 
Please let us know if that works with you and whom are POC will be. 


laisL. 


703 


CZI 


UNCLASSIFIED 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I Spoke to | the issue and came to the conclusion diat we could infer from the scenario that the incident was of a 
local nature, i nus we deleted the sentence in question entirely. As the response was due today, I sent it in. 

I ITICT U ISSO 

(O) 70j 

(P) 7o: 

(C) 70 


— Original 

From; | | )TD) (FBI) 

Sent! FM 

To: I r orovcoNt 

Subject: RE; DOJ IRP EXERQSE 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 




X 


(2) 


Looks good... please se 


bout one small thing. Thanks, 


— Original I 


Sent; 

To: 

Subject: 


lOTD)(CON) 

PM |— 

(CTD) (FBI)J 

D03 IRP EXERQK 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


lOTD) (CON) 


Attached are the required deliverables from the^OJJRP^ercise on the 5000, 6000, and 
to the 1 0 May due date, I also sent a copy to|_____|as the ISSO for the 3000 in tW 
as a template. 


■ I i 

1e evenr 


pryour review pnor 
ie wanted to use it 










ll 


From: 

Sent: 

To: 

Subject: 


:T7TtFivtT«T7ii<r«iiiir 


n{OTD) (FBI) 

ry*38 PM 


TOTD) (FBI) 


RE: Critical Unfunded 


SECRET 

RECORD 26a-HQ-104SS81 


Well don^ 




his is a winner 


I I 

Tsslstanreecuorujnief 
Electronic Surveillance Technology Section 
Operational Tet^nology Division 

VJLfninia 

Original 

From; I InTP^ (FBI) 

Sent; Friday. April 07. 2006 4:19 PM 

To: I tOTD) ( FBI) | 

CC! r |TD)(CON)J lOTDXCON) 

Subject: Vnticai UnTui53^^^^""^ 

SECRET 

RECORD 268-HQ-1 045581 


Attached i$ the revised version of the DCS'5000 submission. I will have the DCS~3000 submission sent to you as 
soon as it is completed. 


« File: DCS-5000 Certification and Accreditation Mitigatiorf 




SESRET 


X 


( 4 ) 



‘Recurring cost 

Amounts are basi 
provided b j 
agencies. 


^ 0LtUVL I 


on numh i 

[foQ 


iers of networking equipment and costs 
ystems in field offices arrd resident 


(2) SBirs Input fror i I 

The cost of the hardware, software, and the development work for the interface to the Trilogy network or 
other FBI IT infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of 
this cost is for hardware (e.g. routers and other networking equipment). The ncs^ 
approximately $500,000 per year if you include the IP service contract we have witfl 
I Ian elaborate on this topic if needed. I . ■ 



The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI 
IT infrastructure for the OCS-3000 system is approximately $750,000 per year. The majority of this cost is for 
hardware (e.g. routers and other networking ogi lipmcnt^ Thf» n nsn^t no^ s are approximately $500,000 per year 
if you include the IP service contract we have witl| ban elaborate on this topic if need^. 


— Ongpnal MMcina 

From: | pTD) (FBI) 

Se nt: lhUi*M5V. HaWI A. M06 S:56 AM , 

H _JrrTfm^ (FBI)| | (OTD) (FW)| 

Cc l I Ttfl (CON) 

Subject: FW: IT In^ymation Request - Needed by Fnday 3/24 


1) (CON) 


SENSITIVE BUT UNCLASSIFIEE 
NON-RECORD 


To/yi, 

Due to the move, please provide 
gather the data to send it to the Iron 


4 |vith all submissions no later than 3pm today. 

tramCBTSIer this afternoon. 


nd I will 


|_^Jthe OCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be 
sent over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate 
numbers, if there is an IT cost for the 6000 and DCS-NET, can you include that number (and not^ion) with 
your estimate? Thanks. 



DCS-6000 team is still working on the technical end of making the remote workstation happen. 


Mike 


— Origirial 

From: 

Sant: 

To; 

Cc; 

Subject: 


I ~b TD) CFBI) 

2006 2^39 PM 


f=W: DCS6000 Remote 


J HD) (CON) 
JTO) (FBI) 


UNCLASSIFIED 

NON-RECORD 


t-G 
b 7r 


From: I i fCGI (CON) 

Sent: Rida^^Januar^^ 12:10 PM 

To: I BTDU FBn 

Cc I F G) (FBI) 

Subject; ^^nCS5DCWn?5TOw 

RMS# 105654 - Previously submitted requesting DCS6000 remote capability (Assigned tcf [- Status is 

Working ' ' 

1=] 

Per our discuss ion, here are some items of interest/or concern with regards to DCS6000 remote workstations. Also, I 
have talked wit i l and his is in agreement that Chicago would like to be a test site once this capability 

exists. We would be interested in an estimated time frame that this could happen and if there is anything that could be 
done to speed up the release of this technology. 


Concerns/or Issues that may need to be addressed: 

Legal - Monitoring/collecting in different jurisdictions 
Network - Minimum bandwidth, encryption 
Security - Encryption. Accreditation 


Possible requirements at a remote site: 

Computer(s) CDCS6000/3000} 

Router + (Tl's (Network connection/data) and/or ISDN’s) 
Remote Server 


■TOTTrrCSnfrarRBgional Supervisor - Chicago 
ELSUR Technology Management Unit 
Ele ctronic Surv eillance Technology Section, OTD 
(Desk) 

(Fax) 

(Cell) 



UNCLASSIFIED 




X 


( 6 ) 



UNCLASSIFIED 

NON-RECORD 


TICTU will need two tables for the upcoming Expo. Our platform displays the DCS-6000 Title III system and ^e SBIT 
DCS-3000 system. This Is not considered extra, we had two tables last year. 

Thanks, 



pis count on the same ESTS partic ipants as last year. T ICTU should be placed before and next to 
ATU to allow for a segue in demonstrating ! j i.e.^ TI ^TU. ag ing switch CALEA 

capability, identifies the subject and AfU with|__^jquipment takes it from there. 

Thanks, Mike 


Michael P. Clifford, Jr. 

Section Chief 

Electronic Surveillance Technology Section 





X 


(7) 


Examples: 



$51,434.43/6 = $8,572.40 . 

If-s 7 p' 

INVENTORY - Remaining DCS-5000 BRI/ADTRAN: 

BRI/ADTRAN (pair) = 46 X $3, 229,00 = $ 148, 534.00 (can it be used for i l Audio config? See 

below.) 


??? Alternate solution: DCS-30001 


Xudio (rep/acel 


NOTE: We pay a premium for equipt, approx. 3-bmes the commerical rate!!! PLUS !!! 

Your Thoughts, 

-ca 



Subject: FW: Houston Status 


Importance: High 


lb 6 
b7C 

Mr. Clifford, 

This e-mail is to provide you with an update regarding the Houston field office. We will continue contacting office 
personnel in order to provide assistance. 

Thanks, 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORP 


Original Message 


X 


( 8 ) 




b^c 


UNCLASSIFIED 

NON-RECORD 


H called this morning to inform us that Cisr y will n ot be coming to ERF tomorrow because 
of problems getting them into our building. However J [ would like to invite members of the 3000, 
5000 and 6000 team to travel with him to Cisco in HejTOjJTr on Thursday. Lunch will be provided by 
Cisco. If you are interested in attending, please let | [ know firet thing in the morning (9715). 
Thanks. 



X 


qcNqc t Wf 

ETMU is coordinating with TA on electronically passing the pen register data from EDMS to TA. 

Of equal importance is the ability to setup and update TA with the current court order information. OTD's 
Telecommunications Intercept and Collection Technology Unit (TICTU) and ETMU have approached the FISA 
Management Unit regarding electronically passing FISA court order informatbn. 



I just wanted to follow up on our meeting regarding the automation of uploading phone records to 
enterprise-level systems at HQ. I know ERF/ETMU was working this issue and expected an interim 
solution by August 31. Is the issue resolved as scheduled? 




X 


( 10 ) 


3 


From:n 


I ms* 


_}WF) (F8I) 


_Ia 


[ 


av. June 30, 2005 ll^aL4U. 

^^^icrn'i froNvl 


Cc[ 


Itdi 


Subject: RE; Phone Records 


^D) (FBI)!" 


T ^WF) tFBI)l 


JOTD) (FBI 


JtD) (FBI); HQ-DIV13-EOPS_TECH 


SENSITIVE BUT UNCLASSIFIED ^ 

NON^ECORD 

■b'^E 


A short list would include; 

1. Provide automated uploading from OCS-3000 to telephone applications. 




jurrentty, we Rate ISDN lines using an 

^or the intercept ! ' ' 


j for telephone service. 


3. Provide automated uploading from the RedWolf collection system to telephone applications. 
nriainal Message-— 


From 


r 

:: we 


JCTD) (CON) 


Se nt! Wednesday, June 29, 2 005 4:45 PM 
T oJ I fWFt (EBD_ 

C d t CTD) (FBI); | 

Subject: Phone Records 


J(CTD) (FBI); HQ-DIV13-EOPS_TECH 


SENSITIVE Birr UNCLASSIFIED 
NON-RECORD 


I i asked me to contact you regarding an Issue of transfeming massive amounts of DNR 

data into I I Can you send me an email with details of the issues? Anything you can provide 

will be helpful. L.z 

l:-. I-.; 

Thanks. 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


X 


(11) 


y S' f 


m 


WF) (FBI. 


Cc:t 




Subject: RE: Phone Records 


JTD) (FBli. 




C 


] (OTD> (FBI), 


](CTD) (FBI); HQ-DIV13-EOPS_TECH 


SENSITIVE BUT UNCLASSIFIED 
NOM^ECORD 

h'K' 

A short iist would include; ^ 

1 . Provide autoinated uploading from DCS-3000 to telephone applications. 

2. Currently, vg^cannoUigjoad^gefljegisteL^ Primary Rate ISDN lines using a i ^ 

for the intercept F t or telephone service. 

3. Provide automated uploading from the RedWolf collection system to telephone applications. 

— O riginal Message — 

From ! I TDI (CON) 

4;45 PM 

, vwn f FBII 

C j (CTD) fFBI l ~I: CTD) (FBI); HQ-DIV13-EOPS_TECH 

Subject: Phone Records 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

lb 

b7i 


I la sked me to contact you regarding an issue of transferring massive amounts of DNR data 

intj |Can you send me an email with details of the issues? Anything you can provide will be 

helprui. 

Thanks, 


1^ I 

SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


X 


( 12 ) 



SENSITIVE BUT UNCLASSIFIED 




SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


I 


From; 

Sent 

To: 

Cc: 


Subject: 


lOTD) (FBI) 

I 


J:td) (CON) 


ThiifsHau ganfomhi^r ni ^ 0:20 AM 

I (WF) (F8lC 

— )TD) (£md 


I 




EQPS TECH:! 


' PIE. HMUIIH K«UUI't!iJ 




JyD) (CON^ 


IwF^ fFB ivI b ro^ 

I WF^ (FBI) 

I /CDiy HQ-D^/13’ 

(OTD) (FBI); 


hi-, 

L.7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


1 just wanted to follow up on our meeting regarding the automation of uploading phone records to enterprise-level systems 
at HQ. I know ERF/ETMU was working tois issue and expected an interim solution by August 31. Is the issue resolved as 
scheduled? 


O riginal Message 

Frotni 


J(WF) (FBI) 


Sent: Thursday, June 30, 2005 11:07 AM 
To: I ICTDUCQNtr 


(O TU) [FHi)f 
Cc;| 


T(CrD) (FBll 




□ (WF) (FBl[ 


]0TD) (FBI)[ 


SuDjecc RE; Phone Kecords 


]CCnD)(FBI); HQ-DIV13-EOPS_TECH 


b7( 

fc'.'I 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


A Short list would include; 

1 . Provide automated u[!^oadirtg from DCS-3000 to telephone applications. 

2 . Cu rrently, we cannot upload oen register inform ation from Primary Rate ISDN lines using ar{ 

intercept] br telephone service. 

3. Provide automated uploading from the RedWolf collection system to telephone applications. 


X (13) 



Jfor the 


Type Item 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Centra! Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Central Monitoring Plant 
Technical Access (Wireless) 
Technical Access (Wireless) 



nna mm 


k-y. 

hk 

h'r:: 

5.>7E 


[;;;= 

Remedy Developer 

ELSUR Technology Management Unit 

ElectiQCUC.&UQ^illance Technology Section, OTD 

I 


UNCLASSIFIED 


PTP) (FBt) 

Frwn: I I fOTDt (FBI) 

Sent: Thursdav. Auaust 25. 2005 6:53 AM i i 

To: I I tOTD) {FBI);| |(OTD) (FBI) 

Cc: 1 I uiPTTfBI) 

Subject: to i u \ ranster 


UNCLASSIFIED 

NON-RECORD 



The following transfer was supposed to be made to San Franciscoand then to a covert account but it 
looks like the transfer went to GSA. Do you have any info on this? 


Transfer 05/124 from 573000IC to GSA Space Management for East Bay Translation Center in the 


X 




(14) 




TICTU requests the transfer of $14,594.00 from 573000 IC/182 2 to FBI Newark account 5525-6 
Misc Other Services, cost center 3510. See justification from f ~t elow. 


Original Message 

From i r on (FBI) 

Sent: Sunday, April 10, 2005 9:54 AM 
Toi l (rro) (FBI) 

Subject: RE: REQUEST TO TRANSFER FUNDING f, 


The Newark Division will be renovating existing office space to accommodate the hiring of new Linguists and a 
new Supervisory Language Translator. They will utilize said funding to pay for the electrical work in conjunction with said 
renovation of the general office space and supervisory office being constructed. 


[ 


Oflfca of liifefUfOff CO ( 0 §) 
fgfffq 

M4.-.J 1 , 

FaxStOZi \ 


UNCLASSIFIED 


]pTD) IFBl) 


From: 

Sent: 

To: 

Cc: 


Subject: 

Importance; 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I passed this RMS to your group. 

This should be handled as expeditiously as possible. 

X 


bf.' 

b'-C 



I 


(15) 



RMS I l -Omaha Division is requesting a I I model | a fter 

reviewing a communication which indicated it is the only approved i l o be used ihi j I wili 
connect to both the FISA and Criminal DCSSOOO’s and will replace the existin j I which is made 
by Belkin. Thank You! 





prepare the transfer below for signatures. 


FYl We only transfer whole dollar amounts, no cents. 




nversation with 


I was directed to send this TICTU transfer request to you. 


Please transfer $8,S55.S4 from 573000IC/1822 to 5626-1 IC/1 822. This transfer is needed to complete the funding of 
two Parts and Supplies requisitions needed to support DCSSOOO. 


X 


( 16 ) 


"iSpefiei^ 


Subject: RE: 2005 EtMU (fka EOSO) New Emptoyee Orientation Agenda May 10-12 


UNCLASSIFIED 

NON-RECORD 


c 


T 


1 


land I will be visiting you on the 1 1th between 3 - 4pm. As was the case prior, I will do a short presentation 


ana ineywni do the demo(s). 

I I - if either cannot make, please notify me. Thanks* 


□ 


Fron 


-OnQiuaLMfiSSBflfc 


llTD) (CON) 


Seirt: Monday. April 25. 2005 3:48 R 

ToT 


[ 




LllUl 


*2005 3:48 PM 
IfUD ) fCONi 
*FBn;| 


ccr 




Subject: 




(ITD) (CON)IL 


E jrmmi 
D)(FBir~^ 




llTD) (FBDP 


jrro) (CON). 


£ 


dxfbd^C 


b'7C 


JITD) (FBI);[ 


TumiiEBiii. 


2005 ETMU (fka EOSO) New Employee Orientation Agenda May 10-12 


^(ITD) (FBI){; 
JOTO) (CON) 


UNCLASSIFIED 
NON -RECORD 


Subject: RE: 2005 ETMU (fka EOSO) New Employee Orientation Agenda May 10-12 

Please advise if you or a representative will be able to participate in the upcoming May 
Orientation as outlined below. I look fonward to hearing from you. If you could respond at your 
earliest convenience I shall appreciate it. I will incorporate the updates and forward the final 
agenda to you. 


Thank vou! 



UNCLASSIFIED 

NON-RECORD 


The first new employee orientation in 2005 is scheduled for May 10-12. Your involvement in 2004 was a 
key factor in the success of all orientations conducted. As our team continues to merge over the coming 
months f shall appreciate your feedback and involvement in continual enhancements to the orientetion 
program* As evidenced by orientation survey results ar>d management feedback, new employees are 
being assimilated more effectively and expeditiously. 


X 


( 18 ) 



The Agenda ts attached for your review. I hope that your schedule will allow you to participate. The 
techncrfogy manager portion of the program is scheduled for Wednesday 1 1 May from 1;45-2:45 and 3:00 
to 4:00 (a short break scheduled between sessions). Please let me know if you (or a designated 
alternate) would be available to provide an overview of the following systems: 


nnonr^ n 


1:45-2:15 
2:15-2:45 
2:45 - 3:00 break 
3:00-3:30 DCS5000 
3:30 - 4:00 DCS6000 


For planning purposes the remaining 2005 orientations are scheduled for: August 9-11 and November S- 
10 . 


Thanks in advance for your time. I look fonvard to your feedback on the agenda and your participation. 
Please call me with any questions you may have. 


ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section {ESTS) 
OperatiflOaUfChnology Division (OTD) 

540 ](Desk) 

640 I (Fax) 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


X (19) 


s 




Subject: Portable Voicebox 


NOM^tECORD 


Sevcrol months ago, I spoke to you regarding our task force sguad that purchased its own Voicebox 
digital coilecti«i system and needed the OK from Security Division to use it on FBI cases, This is still in 
the works on our end, but we have a similar situation regarding a portoble system ond reguire the input 
of Security Division before we move forward. 

l:; 


Quantico ERF has supplied our division with o portable Voic^MX system, but it is currently in use in our j.^ 
Toledo RA. The case agent in our Youngstown RA would like to conduct an i^jcoming FBI T-III on a 
digital system (rather than cassette tapes), but we do not hove another system available (niether does 
ERF). The local HIDTA has purchased a portable Voicebox system mid has agreed to let the 
Youngstown RA use it for this T-III. The system will be operated in the RA space and would be 



X (20) 


— O riginal Message--— 

From: ! K ITD) (FBI) 

Tiipt;riav lanuarv 1 R. ?nOS 8:00 AM 

Krn>) {fbi)£IZ: 

FTP) fFBn;l ' l SecD)(^f^ 

jrn5J 


5 


I frrp^ fFBnF 


(CON) 


](SecDJ (FBI) 


Subject: Combining the Collection systems under one C&A 


UNCLASSIFIED 

NON-RECORD 


H:.2 

« bo 

Gents, b .2 

b7t; 

After many internal discussion regarding the Certification and Accreditation (C8A) 
process of systems, we lAU, CU, and I] came to the conclusion that combining systems 
under one C8A makes sense (in some cases). I'd like to get your opinion on this matter as 
I'm looki ng to combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, and 
I l under one C&A (if that makes sense to do so). 

I'd like to arrange a meeting for 1 3;30 tomorrow 1 9 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 

Cheers. I I 

I n 

ISSM. Qu anlico Comple x 
ERF (7031 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


X 


( 22 ) 


Subject: RE: Combining the Collection systems under one C&A 


•T 


UNCLASSIFIED 

NON-RECORD 


NOT j good time as all the streets will 
this but next week would be better a 
bob 


II close a t 

Q, 


it 1 pm Wed (1 9th) here. I agree that we should do 
ill also be back then. 




CISM,ClSCM.CICr 
IT Specialist (Security) 
Team 1 Certification Lead 
Certification Unit. IAS. SecD 


— O riginal Message--— 

From^ |(1TD) (FBI) 

Sent: luesaay^ January 18^ 2005 8:00 AM 




LiTD) (FBi)c:;: 

IJSecD)(CoW 

1 \ ™ 


pTT 

Tecti 


HD) (CON) 


1 fTTP^ rFBT^ 




CD) (FBI) 


Sulqect: Combining trie Collection systems under one C&A 


b<S 

b^C 


UNCLASSIFIED 

NON-RECORD b 


Gents, 


After many internal discussion regarding the Certification and Accreditation (C&A) process 
of systems, we (AU, CU, and I] came to the conclusion that combining systems under one 
C&A makes sense (in some cases), !'d like to get your opinion on this n i after as I’m looking to 
combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, and l H under one 
C&A (if that makes sense to do so). 

I'd like to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 


Cheers, 


iSSM. Qu antico Comp iex 
ERF (703 1 \ 


X 


(23) 


T 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


I tOTD) (FBI) 

From: I I flTD^ (FBI) 

Sent: Tuesday. January 18^005 1 1 ;35 AM 

To: I KIT DI (FBI) 

Cc: I r iTD) (FBI) 

Subject: Kt; combining tTie^Hectton systems under one C8iA 



Clear Day 
Bfcgrd JPG (5 K6) 


UNCLASSIFIED 


NON-RECORD 


Ty, 


b6 

b'VC 


I think the C&A process is best served by separating the various projects, especially 
between different security classification platforms. 


DCS-3000 ISSO -| 
DCS-5000 ISSO - 
DCS-6000 ISSO - 


O riginal Message — - - 

From j I (ITD) (FBI) 

S ent: Tuesday. January 18, 2005 8:21 AM 

Tfl l TTP) (FBI) i I (UD) (FBI) 

Cc ^ I CITD) (CON) 

Subject: FW: Combining the Collection systems under one C&A 


UNCLASSIFIED 


X (24) 



NON-RECORD 


T 



UNCLASSIFIED 

UNCLASSIFIED 


X 


( 25 ) 


T 


ULUl \]Ll K 


UNCLASSIFIED 


I 


From: 

Sent: 

To; 

Cc: 

Subject; 


bTDl (FBI) 




1 f fcvmt FtTi1 1 F? 


Itdhfbi) 

lis, 2005 8: 21 AM 
ntPllF BDf 


leiifBi)! 

JTD) (UUN) 


JTD) (FBI) 


FW: Combining the Collection systems under one C&A 



Gear Day 
BkgrdJPG (S KB) 

NON-RECORO 


UNCLASSIFIED 


b6 

b7c 


Hello Guys, 

Here is an e-mail moving about regarding C&A. 
Please review. 


[ 


— -nriQinal Messaoe---- 
From i I (UD) (FBI) 


Se nt: Tuesday, January 18, 2 005 8:00 

JITD) (F 6n:r 


Toif 

(fbS; 


T(Se^ )(CON)r 


1m~D ) (FBI)[ 


Cci I (UD) (CC5Ny 

Subject: Combining me c^lection systems under one C&A 


J (SecD) (FBI) 


(rro) 


UNCLASSIFIED 

NON-RECORD 


Gents. 

After many interna! discussion regarding the Certification and Accreditation (C&A) process of 
systems, we [AU. CU, and 1] came to the conclusion that combining systems under one C&A makes 
sense (in some cases). I'd like to get your opinion on this matter a s I'm looking to combine the 
collections systems ( DCSnet, DCS 3(300, 5000, 6000, ant i \ under one C&A (if that makes 
sense to do so). 

I'd like to arrange a meeting for 1 3:30 tomorrow 1 9 January to discuss and collect your comments. 
We can meet in my office unless someone has a better alternative. 

Cheers. I I 


X 


(26) 



UNCLASSIFIED 


b,:: 




K (27) 


From: 

Sent: 

To: 

Cc: 

Subject: 


D) (FBI) 

004 1:45 PM 


I ~~T 

I lOTD^ (CPNl 

I nguwCONf 


I 


Gratitude for Special Support 


TO) (FBI)[ 


liTOl fFBlj 


](lTD)(f^BI) 


](ITD) (FBI); 


SENSITIVE BUT UNCLASSIFIED 
NON.RECORD 


H 


|for the operational support he is providing. Specifically, | | 

is instrumental in helping with the devSlCpTRSTirSm deployment of the DCS-3000 One Way Push system. SVU was the 
first ofTidal test site approved from the security of^ce v/hich assisted us in order to determine the robustness of our 
system. It was during this test phase that improvements were developed by Raytheon and incorporated into our latest TIU 
Software base-line. The new software enables the CCC and COC data to te correlated using a time-based algc 


I just wanted to extend my gratitude tcT 

(veF 


A vast improvement from hard copies and manual correlation. Although the new software hasn't been validated|_ 
continues to provide us with invaluable information. His efforts continue to help us gain great strides as we begin 
establish new operations throughout the field. His expertise and knowledge has assisted us in completing our initial goals. 
We are fortunate to have him on our side. More than thanks are truly in order. 



^ReoardSj 


SENSITIVE BUT UNCLASSIFIED 


]0TDi 




From; 

Sent: 

To: 

Cc: 


Subject: 


[ 


JlTD) (CON) 


5:09 PM 

I t lTD) (FBI); DICLEMENTE, ANTHONY P. (ITD) (FBI); THOMAS, 

' iUTJ^Rg;Ll5"g: ilTfSWP6 lv Cliff ord michael nTDi fPBn , , 

I ii i m.(pBl):| 1 — I |ITD) (FBiJ 

iiDiiFBi tm 


(CUN 

mrs\ 




^Kb:\/isito | 


tixA\ im\r 


] viciona roiioe, Australia 


Jtitdttfw 


ITD) (FB 

3^ fFBI jT 


(ITD) (F8l[ 




UNCLASSIFtEB 

NON-RECORD 


The meeting with[ 


]vill take place in the Secure Conference Room, not the Main Conference Room. 


h6 

b7C 



^•D^ fFBI' 


Subject: Visit 





^ictoria Poiice, Austraiia 


UNCLASStFIED 

NON-RECORD 




It thg Vintnrian Pnlir.P T 


nit for the Victorian Holice ^ihicai yiandard^epartrn I he 1 1 u will provide a general 
overview of telecommunications and data intercept matters in support of Criminal Law 
Enforcement 

Tomorrow's briefing will be in "round table" format, 9am to 1pm, Main Conf. Room. 
jAfill be the host. 


[ 


Tony Diclemente will handle the DES (DITU) discussion or provide representation, 
^ill handle the ESTS brief, including the ATU discussion. 


I ^T will handle the TICTU discussion and DCS-6000/3000 demo. 

I I wjll handle the EIMO (EDMS) discussion and demo. 


[ 


]please reserve the Main Conf. Room. 


) will be at HQ in the morning. 




^hief 


Electronic Surveillance Technology Section 
Investigative Technology Division 
Quantico. Viroinia 
703j n 


UNCLASSIFIED 


UNCLASSIFIED 


K 


(30) 



, Augu st 05, 2004 11:45 AM 
l(rTD) (FBI) 
j:>u Orientation 


UNCLASSIFIED 

NON-RECORD 


' I'M §134 that you can participate. The only thing you would need is the presentation on media, we will have a 
laptop set-up. Do you know who will come vwth you so that I can add them to the visitor list? I will alert the CSOC 
that the systems will be used for demonstration that afternoon. 


7ance Operations Support OfTice (EOSO) 


From J I (ITD) (FBI) 

Se nt; Thursday, August 05 . 2004 8:53 
To i I flTDI (CON) 

Subject: RE; EOSO Orientation 


UNCLASSIFIED 


^ Ihii 


mis should not be a problem Since the first part of the presentation is usually lecture and the second part 
demonstration, I believe it best if the first part be given for both programs, followed by demos of the collection 
platforms. I will most likely be invc^ved (power point presentation) with additional individuals from both 
programs showing the equipment. Do you need us to bring anything? 


Ori 

Froma 

Sentrl 


I (ITD) (CON) 
Ljjgusr Uj, 2004 3:35 PM 
Z](rn» fFBii 
ITiTO ) fFBI):l 
_ I OTP) f CONTI 
TTTCf) (FBl) i 
Orientation 


(ITD) (FBlH 

r iTD) fcor^ 
JITD) (CON) 


ZJjrO) (FBI); 
(HD) (FBI) 
III](rTO) (FBI); 


UNCLASSIFIED 

NON-RECORD 


Our next new employee orientafion is quickly approaching. Your involvement in the past has been an 


hope that VOL 


important factor to the overall success of the orientation 1 hope that your schedule will allow you to 
participate again. The technology manager portion of the program is scheduled on Wednesday, 25 
August from 1:45-2:45 and 3:00 to 4:00 (a short break scheduled between sessions). Please let me Imow 
if you (or a designated alternate) would te available as noted below. Thanks in advance. 


1:45-2:15 DCS3QQ Q 
2:15-2:45 I I 
2:46 - 3:00 Break 
3:00 - 3:30 DCS5000 
3:30-4:00 DCS6000 


h/ 


aiscuss. inanKS again! 


Tas done this for us previously. Please contact me at your convenience to 


b'iC 




bnce Operations Support Office (EOSO) 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 



X 


( 34 ) 


UNCLASSIFIED 

NON-RECORD 


5 ^ 68 ^ 


M l 

K lease oi 


istibute this information to the fiei 


for DCSP distribution. Thanks, 


Supervisory Special Agent 
Telecommunications Intercept and 


Co I lectori 
7n?i l 

— Ongin^L 

From! 


lOlogy Unit (TICTU) 


rO) (FBI) 


Sent; Thursday. July 08. 2004 9:50 AM 


Toi 

Subjec 


fro) (FBI) 

istaliation Instructions for Voicebox Fixed Site Systems 


UNCLASSIFIED 

NON-RECORD 


Due to the ^ rtification 4 Accreditation of the Voicebox System, its mandated that all VoiceBox workstations have 
^ftware loarterl anrl mnniog. The attached file contains Instructions for installation and setup on the 

should be installed as soon as possible. When completed you 
must ema j ^ o inform him that virus scan is installed and running, 

(S) Your VoieeBox system must have a connprtinn m th^ rips network. This connection will allow your systerD_ta__ 
connect to th e DCS 3000 Web page on th|^ [machine. TheWeb_2a20 contains down loads for i 

I |for running tA/infjrti.je vimii an d I fof Wlndows 2000 SeiverT The 

connection will also allow th4~ loftware to update automatically. 

If you have questions please contact: 



if you could send this to Jason Htney to request tiiat the DCSP personnel in the field could preform this task. 


Thank you 


UNCLASSIFIED 


UNCLASSIFIED 


X 


( 36 ) 


sksrr 


UNCLASSIFIED 



UNCLASSIFIED 

NON-RECORD 


Alt, 

|__^_nand mysetf are scheduled for an equipt install of tiie DCS-3000 One Way Push in Richmond on 08JUL04 I plan 
on returning to the office 09JUL04. 


Later, 

-c 


UNCLASSIFIED 



X 


(37) 


;OTD) (FBI 


T 


From: 

Sent: 

To; 

Cc: 

Subject: 


C 

c 


jffTTTHJPTWI 




ITD) (FBI) 
une 17 2QQ4 5:20 PM - 
I (ITD) (FBI);[ 


(ITD) (Cm 

Visit to DEA 


]lTD) (FB1)[ 


]tD) (FBl)C 
]{ITD) (FBI)[ 


]td) 


UNCLASSIFIED 

NON-RECORD 


Hello Guys, 

V^e are scheduled to meet with DEA on June 24, 2004 at ? nn ftimo fiavihia rfno tri liinrhcnn\ |o receive a 
brief/demonstration of the Pen-Link system used by DEA. I Itmiho st us at the visit. This visit 

will give members of TICTU to see different technology as it relate to the~DC^-3o6o! | ^ very flexible if we are a little 

late. We are expecting the brief to last about 60 minutes. ' ' 


ibft 

b'C 


Please advise if you have a conflict. 


Please put on your calendars. 


Thanks, 


please reserve the Mini Van for this travel. 


UNCLASSIFIED 


I ~| (OTP) (FBI) 


From: 

Sent: 

To: 


Subject: 


c 


I 

c 


llTD 

Ts4 


ITD) (FBI) 


Tuesday. JuheTS. 2004 7:54 AM_ 
IflTD) fFBltr 


F^ 






Visio-Sit B 42 J I I I 

I jp 0604 ... Requirement... " 060 WM.xls (... 

NON-RECORD 


UNCLASSIFIED 


>DWFB1)T 


■ ,1TD) 

|TD) (COI^ 


] 


b7C 


b^E 


Just a quick heads up - since this seems like a lot has to happen in a short period of time - 
such as -determine size system, and get it there etc... 



X 


(38) 



l ast November, with input from ERF, the TTAs submitted a proposed 
monitoring plant which included all the r^uirements. Nothing happened until a couple of weeks ago. We were then 
advised our proposal was not possible and we had to substantially reduce our horizons. 



]s the Phoenix POC for technical needs concerning DCS matters. I know you have frequent contact 


with he i I she is the best. 

|_j you will have to put up with me on the RedWolf stuff, ancC 


]of 


course. 


Please tet | H i know of any possible problems or for any additional info you need. We don’t have space for any 
of our Internet inltercepts at the offsite. So we won’t have to address that ma tter The monitoring plant will be a remote 
from the Phoenix HQ office. The DCS might be another matter, beyond me.| pas ideas. 


The RMS’s are as follows: 
#08S425 CMP Suildout 
#088429 DCS 3000 
#08843C 




[ 


Hope to hear from you soon! 

Thanifc ^ 


PhoguiiL 
60 ^ 


1 


UNCLASSIFIED 


UNCLASSIFIED 




( 39 ) 






i don't have an electronic copy of the EC. but 66F-HQ-A1 397794 dated 1/20/2004 


Z^^SjCJOirects all ADICS/SACS to ensure that all toll and pen register records collected through FISA Court Orders in 
Counterterrorism cases are loaded in Telephone Applicatior£_£ye to the issues described in my document. WFO cannot 
comgj^^h this directive for targets which we are usin d I vstems for the intercept. We currently have 20 

J Tv stems and several of them are being used ToTCTcases. 



Subject: TA Issues (WFO) 


UNCLASSIFIED 

NON-RECORD 


Thanx for the write up regarding the software/reporting issues. b .'e 

As you know] f s being phased out and replaced wit ij. the J ted Wolf System, with WFO scheduled to receive 

their system SISUT LW.'as such, no software changes to the ! l aseline are projected, with all efforts being directed 
towards improving the RedWolf product and migrating to tiie tisur Database Management System (EDMS) which will 
manage many of tiie front end reporting and statistical requirements. There are also efforts underway which will utilize 
the DCS-3000 as part of a FISA/CALEA based intercept solution. The DCS-3000 can also provide access to some of 
the TA related irtformation. 

However, just to be sure that we haven't overlooked anything, please provide the following: 

J ( 40 ) 



1- Examples of the different reports whici 
relevant. We will use these to determine 


ne applicattbr 


stand-alone applicaiten provides and are deemed to be 
"le tormat required for the different reports to be provided under the solution. 


2- 1 understand that some of the information required for Telephone Apps is a result of a new requirement Please 
provide copies or reference to the EC or other directive which marrdated these requirements, so we can use these to 
justify additional funding for any software modification requirements. • 

RMS 087102, 087103, 087104, 087105 - remain open, pending determination as to which solution will be used for 
each of the valid TA requirements. 





{ITD) (FBI) 
7:35 AM 
(WF) 



ITD) (CON) 


A Issues (WFO) 


UNCLASSIFIED 

NON-RECORD 


Thanx for the write up regarding the software/reporting issues 


As you know ! i s being phased out and replacedjulh the RedWolf System, with WFO scheduled to receive their 

system late CY 04. As such, no software changes to th J b aseline are projected, with all efforts being directed towards 
improving the RedWolf product and migrating to the Elsur Database Management System (EDMS) which will manage 
many of the front end reporting and statistical requirements. There are also efforts underway which will utilize the DCS- 
3000 as part of a FISA/CALEA based intercept solution. The DCS-3000 can also provide access to some of the TA related 
information. 

However, just to be sure that we haven't overlooked anything, please provide the following: 


1- Examples of the different reports which l 
We will use these to determine the format require' 


Etand-alone application provides and are deemed to be relevant, 
or tne different reports to be provided under the solution. 


2- i understand that some of the information required for Telephone Apps is a result of a new requirement. Please provide 
copies or reference to the EC or other directive which mandated these requirements, so we can use these to justify 
additional funding for any software modification requirements. 

RMS 087102, 087103, 087104, 087105 - remain open, pending determination as to which soly^OT will be used for each of 



Cc: 

Subject: 






IR) 

vJRa 


31 


RlfCQNi. 


J(ER) {FBI);[ 




3(^(FBI): 


RE; Schedule Mtg w/Raytheon (uus-aouu/buoo) 


JR) (CON) 


UNCLASSIFIED 

NON-RECORD 


J ailed and asked for a list of any technical topics that may be discusse d at the me eting so he can have his 
answers waste less time. Recommend items/issues be forwarded to|_„__| 


I I al so asked vri iether 11 j fd be possible to discuss the wide band micropho ne definit ion issue an d 2\ pro vide the 

I ^ lemo/Q&A tc^ fhe demo can be done before or after the meeting. | |lesae advis d H if you're 

avaiiaoieon vVednesday. ' ' * ' ' 


v/rQ 

Original Message 

From: l r ER) (FBI) 

] 


Subject: RE: Schedule Mtg w/Raytheon (DCS-3000/5000) 


Se nt: Monday, May 10, 2 004 9:30 
Tol ■ IfERI fFBn 

rm\-i 




](ER) (PB1);[ 


3 






IeR) (CON) 




(tonj; 




2m 


UNCLASSIFIED 

NON-RECORD 


All, 

Raytheon will be here this Wed (5/12) @ 13:00 in the Lobby CR. You attendance is appreciated. 


[ 


thnx, 

-ca 


] 



X 


( 42 ) 






ilHS 


— -Original Message- — 

FromJ [ER)(FBI) ‘ 

t! 'l hursdav. Aonl 11 , 7PD4 1:14 PM 




Subject: k:neau 


Ieri fFBni: 


llERUERnJ! 


lERliEBUiT 


JeR) (FBI 


ilERlIFBLjl 


Subject: SERSmnrW^'wTRSvtheon (DCS-3000/5000) 


iER) (CON) 


iER) (CONl 


UNCLASSIFIED 

NON-RECORD 



All: You are cordially invited to attend a meeting not yet determined. 

Where; ERF 
When: May 3 -7? 

Time: ? 

Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000 


Last Wednesday, I spoke witl l I from Raytheon, and discussed the nee d to de velop a sound, 

reliable solution to correlate the CDC/CCC data for the RedWolf and the DCS-3000 J 1 11 not be available next 

week, but the following week appears to be ppen. What day and time is best for each ot you during the week of 
May 3-7? Please send me your requests and make sure that you include more than one choice. I will coordinate 
what works best for the majority. Thanks so much. 


PS I "I nformed me tha L. l ave made the decision to begin developing "A Time 

Based Correlation" for now. I don't have any details about how this algorithm is actually calculated. We can 
definitely get more specifics at our meeting. Is this the direction we wish to go, or are ^ere other ideas? This is 
what we need to discuss. Please ponder on this. Thanks. 


Later, 

-c 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 



X 


(43) 



UNCLASSIFIED 

NON-RECORP 


All, 

Raytheon will be here this Wed (5/12) @ 13:00 in the Lobby CR, You attendance is appreciated. 


ttmx, 

-ca 


] 


’ — OpfluaLEdfiSsaae 
Froi 


>nJT ~ Ier) fFBIl 

S ent: Tbursdav. April 22 2 ^ i- 14 PM 

JfER-lfFBI'l 




(fbiL 


]R) (FBI);[ 




Subject; Schedule w/Raytheon (DCS-3000/5000) 


^ERUFBni _ 

i tERI fCON)f 
] (ER) (COnI) ' 


| (ER) 


L.f-; 

i;:/ 


UNCLASSIFIED 

NON-RECORD 


All: You are cordially invited to attend a meeting not yet determined. 

Where: ERF 
When; May 3 - 7? 

Time; ? 

Subject: Develop capability to correlate CCC/CDC data for DCS-3000/5000 


Last Wednesday, I spoke witl l I from Raytheon, and discussed the needJaJevelop a sound, 

reliable solution to correlate the cuu/cuc data for the RedWolf and the DCS-3000 l i vill not be available next 
week, but the following week appears to be open. What day and time is best for eacn of you during the week of May 3- 
7? Please send me your requests and make sure that you include more than one choice. I will coordinate what works 
best for the majority. Thanks so much. 


psj I informed me thatl have made the decision to begin developing "A Time Based 

CollUIUllUII lUMtow. I don’t have any aetaiis about now this algorithm is actually calculated. We can definitely get more 
specifics at our meeting. Is this the direction we wish to go, or are there other ideas? This Is what we need to discuss. 

X 


(44^ 







T 


SENSITIVE BUT UNCLASSIFIED 





SENSITIVE BUT UNCLASSIFIED 


I 1 (OTP) (FBI) 


From: 

Sent: 

To: 

Subject: 


I I fER^ (FBI) 

> (FBI) 

RE; Schedule Mtg w/Raytheon (DCS-3000/5000) 


UNCLASSIFIED 

NON-RECORD b 


Thanks. 

MJ 


O riginal Messaoe- 

Fromf^ 


J(ER)(FBI) 


Sent: Thursday, April 22, 2004 1;14 PM 
- ■ l(ER)(FBn:~ 


TeR) (FBI 


P 




(FBI) 

Subject: schedule Mtg w/Raytheon (DCS-3000/5000) 


JR) (FBI)4. 


i 


I /rn 




JER) (CON) 


tK) (LUN) 


]tw 


UNCLASSIFIED 

NON-RECORD 


All: You are cordially invited to attend a meeting not yet determined. 

bti 

Where: ERF b7c 

When: May 3 -7? 

Time: ? 

Subject: Develop capability to correlate CCC/CDC data for OCS-3000/5000 


Last Wednesday, I spoke witt | ^ om Ray theon and the rteed to develop a sound, 

reliable solution to correlate ttfe'UUUCCC'trata for UieT^^^Jnd the DCS-30001 IwiH not be available next 
week, but the following week appears to be open. What day and time is best for each of you during the week of May 3- 
7? Please send me your requests and make sure that you include more than one choice. I will coordinate what vin^rks 
best for the majority. Thanks so much. 


PS jinformed me tha| |have made the decision to begin developing "A Time Based 

CorreHIIOinornow. I don't have any oetaiis apoui now this algorithm is actually calculated We can definitely get more 
specifics at our meeting. Is this the direction we vwsh to go, or are there other ideas? This is what vre need to discuss. 
Please ponder on this. Thanks. 



X 


(47) 


later, 

-c 



UNCLASSIFIED 


UNCLASSIFIED 

I 

From: 

Sent: 

To: 


Subject; 






rf?:i¥ia=ii 


](ER) {FBI) 

Du 1:14 PM 

JR) (FBi)i : 


u IbKKV, , 

IFR) fCQNl 

lE RTTCDfn 

Schedule Mtg w/Kayitteon {1X3-3000/5000) 


l;:;.7C 




TP5l); 


UNCLASSIFIED 

NON-RECORD 


All: You are cordially invited to attend a meeting not yet determined. 

Where; ERF 
When; May 3 - 7? 

Time: ? 

Subject: Develop capability to correlate CCC/COC data for DCS-3000/5000 


Last Wednesday. I spoke with| |from Ray theon and discussed the ne ed to de velop a sound, 

reliable solution to correlate theCDCTCCCoate for the ! ^ nd the DCS-300C I | fill not be available next week, 
but the following week appears to be open. What day and time is best for each of you during the week of May 3-7? Please 
send me your requests and make sure that you include more than one choice. I will coordinate what works best for the 
majority. Thanks so much. 


PS I I informed me tha ^ ^ ve made the decision to begin developing "A Time Based 

Cortel3H0^ rer now. I don’t have any detaus aooui now inis algorithm is actually calculated. We can definitely get more 
specifics at our meeting. Is this the direction we wish to go, or are th«e other ideas? This is what we need to discuss. 
Please ponder on this. Thanks. 


Later, 

-c 

UNCLASSIFIED 


K 


(48) 


T 








From: 

Sent: 

To: 


Subject: 

Importance: 

Follow Up Flag: 
Flag Status: 


bTD) (FBI) 

[ 


loTO) (CON) 


< irtAiicr fU ?finfi 12 H PM 

r laanucauL 

_ierI3 




•JltlYI 














3 




OTP) fFBh:l 


InTm fFBivr 








J)TD) )b6 

'N); b-: 


UUDltfifil^S 










■te 


PTD) (F511. 

R mtootiE 

T^nroN);! 


WIWliSSlD 


{UiUljhM 

L _ ^ ;mii ' '' 'fo TD 

I— I fOTD) (FBhJ _ l/M I in /l-BlJ^ 

I bTDHCONH 


1 




Rsnim^ 


7CTTUT 


fOTD) (CON):l 


t 


RitlriiTIl 


rai4ita:jn 


Wnl 


i/nxm /friTT 




IgTO) (cdbi):[ 








OTDKCQNVl 




T 


FW;' immediate action required! 

High 

Read 
Flagged 




1 (U1 D)(CON)^ 


1flTD)fCONii I 

| (UTC?P 


UNCLASSIFIED 

NON-RECORD 


Please see| | e-mail below. Thanks. 


ui u;bbib;iiLiu ' 

I 

Original Mes sage — 

From: | |OTD) (FBI) 

Sent; wean^saav, octDoer w, il;02 AM 

To: I |D) (CON) 

Sublect: THWSSISBnCti3?n?!Snll:^ 

Impoitairce; High 

UNCLASSIFIED 

NON-RECORD 


I please forward to the Unit. 


AH. 

In an effort to answer a FOIA request, I ann requesting that all TICTU employees and contractors immediately do a word 
search of their e-mail system (active and archived records) for the term ''DCS-3000" and "DCS SOQIXUndJDCSSOOO'' 
(variations of the same term). If a document or e-rnali rs located print it and bring the hard copy icT pr compilation. 


I need this accomplished ASAP. If there is a negative response - 1 need that also. 


ALL OTFDPJIATIGII COrTAIMIi 

HEPZIJT IS mrCLASSiriED 

DATE 06-03-2007 BY 65179 DI!H/TAll/K5R/iJB 


1 




From: 

Sent: 

To: 

Cc: 

Subject: 


DTP) (FBI) 


r 


}d)(FBI) 


Tliftftdav Sftntennhpr 19 , 2006 | 2 : 
l/r'TPi^ /cal 


_l{OT 


DCS3000 


f{OTD) (FBI)I 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


!J(otd){con 

JOTD) {FBI) 


Attached is a quick slide for the DCS3000. Do you think a graphic would be better than listing all the application 
names? 


ALL INFORMATION CONTAINED 

HEREIN 13 UNCLASSIFIED 

DATE 06-13-2007 BY 65179 dmh/ksL/dk 



OCS3000.ppt (211 
K8) 



t7C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Accomplishments - 









SECRET 


RECORD 268-HQ-1045581 


hnc 



I think it is a great tool for remote access. Currently being utilized by others with great success. Full support from here 


Thanks, 


3 


uuiwr, Columbia Division 


bffice) 

b^iiular) 


— Original Message — 


Sent: 

To: 


L 




(DL\ 


Cr 

TFEHL 





iHWUFBnr 


fKO fFBn 


i 




iCt:il¥U:)r 



1 


1 


1 — 


TfQTD^ fFBH: 


"tm )EBnr 


(MW) (F^ 
fRHVfraiir 


T ItsAjitmi; 

L iLvu) (hln;! 


£S£IUi^ 


^MP)(FWlii. 
Ipi fFBlil 




J&U 






bn fF Bi J T 


mm (f\ 










Subject: RW Remote Access/Maintenance Enbancemeni Request 

SE6Wgr 

RECORD 268-HQ-1 045581 


fcTT^sTT 

IwHiren:! 

' (FBI) 


'l?ra¥l:d:Ul 


IlHJ (FUUJ 

wifF^r^ 


=t™— 

TCOTD) ( fen:l —l( NK) (FBI); 

pK) {FBl)r 

:nance Enbaffi 


3 ™>T_ 

(N03 (FBiji 

FBI);r“ 




Ml rpan: 


LQEltfBlJ; 

\PK) 


JBA) (FBI); 


fc2 

li-o 

b7C 

h':E 


Greetings, 


In an effort to improve the remote access/remote maintenance capabilities of the RW system the DCR-SnOi 
Office wishes to oet "Buy-in" from the field. WeVe currently evaluating software applications^ 


% 


We would like to integrate the application software into the Windows boxes, such as; 
fie application would be controlled and it would be used primarily to assist and expedite 


loop p^ifljam 

TiDTrer 


winUB, ana WW. 

troubleshooting. There are certainly other advantages for this application. It is used quite extensively on ffre DCS-3000 
machines. If anybody has concerns or objections, then I want to hear from you. Please help me understand your 
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well 
and thanks for your time. 


Peace Out, 

-ca 

7031 I 




4 




SubJ«ct: RW Remote A<xes$/Mdintendn« Enhanoefnent Request 



Greetings, 

In an effort to improve tfie remote access/remote maintenance capabilities of the RW tha nrs-anpri omryam 

Office wishes ta ge t "Buy-in" from the fieJd, We're currently evaluating software aoolication i t nc j | 

JlVe wouid iike to integrate the application software into the Windows boxes, such as: TIU,th^ 

Tie applK:ation would be controffed and it would be used primarily to assist and expedite 
troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000 
machines. If anybody has concerns or objections, then I want to hear from you. Please help me understand your 
objection. Feel free to call me, or send an ennail- Thanks for your continued support and cooperation. Hope all is well 


s 









(FM)C 
(MW) (FBI 
mmiren 


Tlfri (FRU; E 
ZlfLV 


I 






fe A) (FBOr 
ini 


ICGI fFSIi 


□TMpTcffl 


log 


2EBIL 




ntXXHFBrf 


^fSQ fFSn 


I (SF> ^);L 


|BI);| 

IfBF^fFBnir 


II fb 


T'r^'i 


fg) fFB n;[ 


j:ir) (F8ii 


5EI fFBIl: 




s 


■O'! /FBnJ 


rFBII;i: 


Subject: 


I. 






iTrainni 


IfSDWFg ivI rmvFfini 

tMFWFRtVI IfHOUCONIjl 

,^ -IOTDI f ptTVI lf NK\ fFBnr 

J(JK) (FBI) 


RW ReiRote Access/Maintertance Enhancement Request 


WK) (FBI)r 
I (MO) (FBIT 


Jgp) fF Bn.r 

-f W O) CFanl 


tonsoL-. 


mL. 


>) (FHlC 


1»)E1 J l 


FW); 

(PX) 


pA)(Fei); 


SEOWET 

RECORD 268-HQ-1045S81 


Greetings, 


b2 

h€ 

I'l': 

b'/E. 


In an effort to improve the remote access/remote maintenance capabilities of the RW gyatorn the ncR-Fiiyn prnnrann 
offirjj wishes to aet "Buy-in" from the field. We're currency evaluating sofhvare applicationj tnd l I 

I IWe would like to integrate the application software into the Windows boxes, such as: TtU, FAS, 

WinUB, ana mw. the application would be controlled and It would be used primarily to assist and expedite 
troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the OCS-3000 
machines. If anybody has concerns or objertions, then 1 want to hear from you. Please help me understand your 
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation, Hope all is well 
and thanks for your time. 


Peace Out, 

I 


investigations 


DECLASSIFY ON: 2Q160S1S 
SECRET 


G-3. dated 1/97. Foreign Counterintelligence Investk 




7 


OTD) (FBI 




Subject: USCG DCS 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


All, , 

I sent I B t the USCG a copy of the DCS3000 install software. They are pursuing an intercept on a 

target 

and require the DCS 3000 software suite to accomplish this. She is being assisted bv l ^ of the DEA on networking 
issues F^^n has used the DCS with this carrier before and t hope will be assiting h^ in configuration since they 
are botn out of Miami, 




Here are the GALEA numbers for 2006. There are multiple ways to present the information. The two I chose are: 1) new 
lines added in CY 2006, and 2} lines intercepted in CY 2006. 


New Lines Added in CY 2006 



3 


Lines Intercepted in CY 2006 



Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 system. The T -50 numbers witl i-> h 
comletely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap with the DCS-6000 
numbers. b ' e 




I l l returned the cal! to | |lis question(s) centered around whether the Digital Collection project involved 

software/code development or equipment replacement/upgrade. I told him it was more of the latter - that we don’t do 
development - although there i s som e developmwit involved in the DCS-3000 albeit small compared to the rest of Digita|.' ,j 
Collection. He asked about the|_^_|-TEs requested in the FY08 budget enhancement and I told him that while those 
individuals would assist in gathering the requirements for the New (if required) system for the current (ending lifecycle} ^^ 7 ^^ 
system, they will be needed to implement and support Digital Collection. Hope the conversation doesn't come back to 
haunt. 

Right after t hung up,^__Tcalled saying that our appeal of the FY08 enhancement ($1 1 .036M an(L_fTEs) was 
approved by DOJ for forwarding to OM 6 for approval. 


— Original 

From: 

Sent! 

To: 

Subject: 



QfTD) (FBI) 



UNCLASSIFIED 

NON-RECORD 


b'?C 


I tpoke witm_^^^^j Enterprise Requirements Unit, 202-324^^^^egarding the DCS-5000 system. He asked 
a question if sorne onginai paperwork was available (I think it had something to do with re guirements/eonoDsy I told 
him you may be better able to provide answers due to your tenure here Please calL_[when you get a chance to 
clari^ what he wants. Thanks. 


9 




NON-RECORD 


I t ~un this through the project leads to make sure it is accurate and that nothing is "exaggerated" or out of place. 
|^_^j-Ook over the DCS-3000 stuff for &ie same things. 


Let me know the validity of the report. 



The attached report provides information related to the services provided by the ETMU staff in support of 
TICTU during July 2006, The data is compiled from our SOIL, CSOC, Facilities Engineering, and Logistical 
Engineering staff as well as the DCSP System Administrators and Analysts deployed around the country in 
support ofTICTU fielded ELSUR collection systems. I hope you find this information valuable. 



nCTU Report-July 
06.0OC (136... 
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From: 

Sent: 

To: 

Cc: 

Subject: 


IOTP) {FBI) 


I b TD) {FBI) 

luesaav. juiv ih. 5:07 PM 


t 




2^5:07 PM 

1otdhfbi):L 


□(OTD) (FBI)L 




JOTD) (FBI) 


Termination Attempt Messages with MIN 


rOTD) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


All, 


This is to recap the discussion/test that we did on the VB this mo'ning. First, the problem statement: 










Subject: RE; Contingency plan information 


UNCLASSIFIED 

NON-RECORD 

bo 

b7C 



I need contingency plan results for the following systems: 

Data Collection System 3000 
Data Collection System 5000 



Subject; RE: Contingency plan infcrmation 


UNCLASSIFIED 

NON-RECORD 


Per our phonecon - I H is the ISSOforthe systems in question. t*m sure he will 

be able to provide anything you need. Though I believe that he may be out of the office at least 
part of this week. 


Supervisory Engineering Technician 
ELSUR Technol^y Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 

ERF, Qu antico. VA 
Tel: (703 
Cell:(202 

Fax;(703 


— Origjna|_Me 

From: r™" 
Sent: ^23 


l(SecD) (FBI) 
-11:26 AM 
■tOTD) (FBI) 


12 


Subject: Q>ntir>gency plen information 


UNCLASSIFIED 

NON-RECORD 


I need contingency plan results for the following systems; 

hvr; 

Thanks, 

I — ^ 

UNCLASSIFIED 


Data Collection System 3000 
Data Collection System 5000 


I 

j UNCLASSIFIED 


UNCLASSIFIED 


[ 


From: 

Sent: 

To: 

Cc: 

Subject: 


toTD) (FBH 

I (FBI) 

Friday. July 14 2006 2:0 2 PM 
I i OTDVCQN^ 

I n fOTD) (FBI) 

Kt: fermanSftl Reallocations for FY07 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


ril include the permanent transfer portion below on the EC and or^ your crosswalks, but the temporary piece will rreed to be 
requested separately during FY07... preferably, not in October. 

b-; 

nriftinal ^ ' ' 

From: | |cOTD)(CON) 

Sent! "TOfl^aafy" yav'i:! 2006 2:S2 PM 

To: I (FBI) 

Cc ~ | I TTP) ^BI) 

Subject: re: Permanent Reallocations for FY07 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


The following are TICTU’s transfer requests: 


Permonent Transfer: *More funds required for Software AAaintenonce rather than Equipmerit AAaintenonce, 
$4,145,253 
From 5-2515IC 
To 5-2520IC 


13 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 




] (OTD) (FBI! 


From: 

Sent: 

To; 


Cc: 

Subject: 


loTD) (CON) 
fiPM 

IfOTD^ IFBh; | 



TqtdwehuC 


JCTDTTIW 


] 


hW! Ullj AUflU W mformation Technology Research, Plans, Studies and Evaluations 


UNCLASSIFIED 

NON-RECORD 


AH - Attached in the message below is the OIG’s "final" list of documents they have not received concerning the DCS- 
3000, DCS-5000, and DCS-6000. Please review your records and forward to me any documents you find. I will forward 
them to the OIG. 


I ^Jba^S, 

Original M p«ganp — 

From: I t iNSDt (FBI) 

Sent: Friday. June 30. 2006 1 0:38 AM 

To: I (CON) 

Cc I pSD) (FBI) 

Subject; *nmt 00 mnnR)nR 3 ITon Te^nology Research, Plaris, Studies and Evaluations 

UNCLASSIFIED 

NON-RECORD 


Hello: 

I just received an e-mail from the OIG regarding documents that were not received pertaining to Digital Collection. I know 
you are in the process of giving me additbnal documents. I am attaching the list of items, so that you could compare your 
list with the OIG. I will continue to collect the documente from the S; drive. 


DIGITW. 

LECnON.pdf (936 t 

I B RRU 

Inspection Division 


UNCLASSIFIED 


UNCLASSIFIED 


18 


From; I l OTD) (FBI) 

Sent: ' Mnnrtanj R<anl^mhPr 11 2008 9:42 AM 

To: I OTD) (FBI) 

Subject: KE: DCS-5000 WKly HiLites (9/5/06 - 9/8/06) 


SENSITIVE BUT UNCLASSIFIED ^7 

NON-RECORD 

I 1 

Thanks for sending. If possible, please sent highlights by COB Friday so that you won’t be in a rush to get it to me 
by Monday's Program Managers meeting. Also, be sure to use spell checker. Otherwise Keep up the good work. Thanks. 


— Original Message — 

Fromi | |OTD) (FBI) 

Sent: ' mbmuj ft 2006 8:20 AM 

To: I bfp > fFBH j , 

Cc: I I fOTDI fFBI l l OTD) (CX)N) 

Subject: DCS-5000 Wfcly HiLites (9/5/06 - WS/OA) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Accomplishments - 


b 2 


Contracts/Admin - 



Filed SLJnt^ort/Lnflifttir:s - 


1 


ALL IirrORHATlOH COKTAISIEI' 

HEEEIM 13 UIICLA33IFIED 

DATE 06-00-2007 BY 6SL79 DIIH/TAH./ESR/ JB 


• Efforts continue to bring in additional resources. 

Leavg^__^_^ 

• I I is out on mediae! leave {9/1 1/06 - 9/13/06). 


SENSITIVE BUT UNCLASSIFIED 





I returned the callto l ~| His question(s) centered around whether the Digital Collection project involved 

re/code development or equipment replacement/upgrade. I told him it was more of the latter - that we don't do 


development • although there is some dev^ on^nt involved in the DCS-3000 albeit small compared to the rest of ^.^2 
Digital Collection. He asked about the | requested in the FVCS budget enhancement and I told him that while 

those individuals would assist in gathenng me requirements for the New (if required) system for the current (ending 
lifecycle) system, they will be needed to implement and support Oigitat Collection. Hope the conversation doesn't 
come b^k to haunt. 


Right after I hung up. I T called saying that our appeal of the FY08 enhancement {$11.035M and l i TEs) was 
approved by DOJ for forwarding to 0MB for approval. 


□ 




From: | 

Sent! llVurjJat/., 

To: 

Subject: Hq querv 


DTD) (FBI) 

7, ?b06 2:0S PM 
~OTD) (CON) 


2 



PTD) (FBI 


From: 

Sent: 

To: 

Cc: 

Subject: 


I |(I TD) (FBI) 

2004 4;16 PM 

I I SecD WCOM^ 

I , — l(ITD) (FBh l 

(IJD) (FBI) 

Response to DCS6000 security inquiry 


]{ITD) (FBI)[ 


fc 6 
b7C 


] 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


L_l - 

I r equested that I respond to your inquiry of th e progress of the DCS -6000 action plan The duties of the iSSQJor . , ^ 

the DtS^OOO has been reassigned to myself in relief I during July of 2004 .We currently have l 1 

different DCS-6000 systems distributed between ERF and division neid onices and resident agendes- Below I will address 
the actions items from the original EC. 

The following actions should be completed by ITD: 

C Establish and document standard physical access requirements for deployed systems within 90 days. 

Each fielded system is being updated with the proper security features. This requires a onsite visit by the a Vendor 

representative to be implemented, which requires a coordination of schedules of Vendor and office personnel [f current 
Title [11 collections are ongoing then this requires after-hours scheduling. We have moved from 25% in July to 80% 
complete at this time. Our goal is to complete this process by March 3 1 * 2005, 

C Implement formal Change Managemem, In the interim, ensure all sites have an emergency repair disk that reflects the 
original configuration in addition to backup tapes. 

The Change Management issue has been brought up to the vendor as a necessary of our security requirements. All changes to 
the systems come from the vendor and we are currently two software revisions below their current implementations. The 
vendor will start providing the process in the newer version. We have not moved to the newer software version due to the 
strain of maintaining the requirements of the accreditation process and the time that it takes to implement the changes 
throughout our environment. We will be looking at moving forward in the last half of FY05. 

The vendor has a system of RAIDS and backups to opposite machines within the network for restoration operation. If a 
system must be restored, then the system must be returned to ERF for repair or a Vendor representative sent onsite. No 
tape backups are used, evidence that may be used for a case is stored in real-time on a pair of magneto optical disc. In 
the next version of software offline backup of software will be implemented. 


C Implement a weekly security review to existing audit procedures. The Program Manager and/or the ISSO should review the 
Rules of Behavior and maintain signed copies for all users within 90 days. 


Each system that has been updated has received a notebook detailing the SSP and associated documents. Rules of Behavior 
forms are included for privilege and general users. This notebook details procedures and responsibilities of onsite 
administrators and security personnel. The vendors procedures for managing audit Jogs is inconsistent and this issue has 
been brought up to them. They are working on correcting this issue, once the issue is resolved and implemented the 
procedures for reviewing and maintaining the audit logs will be standardized for field personnel 


The DCS3000, DCS5000 and DCS6000 ate anticipated to merge into a network and will require a new 


ALL IMTORltATIGK COHTAIHED 
HEREItr 13 :raCLA33IFIED 

DATE D6-OS-2007 BY 65179 DHFiyTAH/KBR/ JB 


C&A. 


The DCS-6000 is currently accesses the DCS-3000 network for CDC call information. Each DCS-6000 network system requires 
a CISCO PIX firewall between itself and the DCS-3000. This firewall is strictly conf!|;ured to allow only desired traffic to the 
designated machines within the DCS-6000 network. 

The Information Technology Security Unit (ITSU)will provide verification to the AU of 
these actions in certification documents for the resulting new system. Maintaining a current accreditation status 
is subject to the continued adherence to the provisions of the SSP. In particular, all media copied or downloaded 
from the DCS6000 must be scanned for malicious code with the latest available virus scan up»dates before 
introducing information to any application residing on the FBI LAN/WAN. 


It is our intention to begin the reworking of the SSP at the beginning of 2005 to confonn to our operational requirements for the DCS- 
6000. 

* 

Over 90 % of the DCS-6000 system are running McAfee anti-virus software with 1 00% anticipated by completion of system updates in 
March of 2005, 

At this time there is only one text file of data that may be exported for transfer over to the a FBI/WAN by diskette for upload into an 
application. Less than 20% of offices use this feature and they are required by standard operating procedures to scan this file 
before proceeding. 


SENSITIVE BUT UNCLASSIFIED 





SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Good Afternoon 


The following transfer requests are based on the needs of Langua ge Services for an Infrastructure Buildout of the East 
av Translation Center lEBTCi in the San Francisco fSFFOl Division. I 1 


IIS task IS at a critical stage 


in development and the funds are necessary to complete the project. 


Please transfer; 


$214,211.82 from 57300010/1822 to 552500GB 


2 



and 

$140,000.00 from 573000IC/1822 to 552580IU/1847 


If you have any questions, please don't hesitate to call. 


SENSITIVE BUT UNCLASSIFIED 


fc'c 


]<OTD) (FBI) 


From: 

Sent: 

To; 

Cc: 


Subject: 


C 






(CON):L 


llTD) (FBI) 

^08, 2004 8 19 PM 
^FRI I 

iTPUFia: 


iiiuita-jiii 




l/LTH^ rcai\ 




nilXQiIEBl£ 


JITD)(CON) 


J(tTD) 


RE; Important: FW: DOJ Accomplishmente Project; Deadlin^ 11/8/04 (ESTS Deadline; 
COB Friday, 11/05/04) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Hello Guys, 

I sincerely hope that I did not leave anyoie out of tills e-mail who participated in this task. I wanted to express my 
persoiat appreciation for a job vrell done in completing this assignment. From all of the e-mail traffic, I can see that this 
goes all the way up to the EAO FBI and on to the Department of Justice, it takes a strong dedicated team to accomplish 
task after task without complaint. I'm proud to be a part of such a great group of men and women dedicated to the cause. 
Thanks for holding the line and standing in the gap in my absence. I look forward to getting back and rolling up my 
sleevesi 

Again great job as we move towards raising tiie bar up to the next level! 

1=1 

nriQinal Mpsimqp 

From I I flTD) (FBI) 

Se nt: Thursday. N ovember 04, 2004 12:00 PM 
To i “HflTDI (FBI) 

Cc:| pt>) (FBI) 

Subject; kl: xmporcant; FW: DOJ Accompli^ments Project: Deadline: 11/8/04 (ESTS Deadline: COB Friday, 

11/05/04) b7c 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I 

This is the DCS-5000 & DCS-6000 programs response: 


3 



VOICEBOX. All Field Offices and a number of RA's have increased their abilities in Title III 
intercept collections by the implementation of digital, computer based collection platforms. During 
this time telecommunication intercepts have migrated from tape based audio recordings with 
manual cataloging of related data and documents to a Microsoft Windows based system that 
enables the audio, data and documents to be captured together and stored within a relational 
database. This configuration allows for easy retrieval and analysis of the information which 
enhances the ability of case agents to perform their duties efficiently and effectively. The OCS- 
6000 program has also been able to accommodate many smaller RAs and joint task force 
operations with a portable collection systems. With this portable system the RAs are able to 
move the collection and monitoring of the T-Ill operations to a facility that can better suit their 
needs. The usability of VoiceBox is applauded by the personnel using it throughout the 
organization. Since 2001 , 68 systems have been deployed to the field. ^ 

L-“h: 



ONE WAY PUSH. Prior to the development of the One Way Push system, vital GALEA data 
could not be imported directly from the DCS-3000 systems into Red Wolf due to the security 
constraints of ttie DCS-3000. Consequently. Red Wolf was not fully CALEA capable. The One 
Way Push meets security challenges head-on through an archite cture that employs a “low” and 

“high" side server j ' | (hen installed, the One Way Push 

allows for the full integration of CALEA data into the Red Wolf, exponentially increasing its 
capability. 


WORK FLOW MANAGER. Work Flow Manager is capable of providing critical management 
information to Language Services personnel and case managers throughout the FISA collection 
community, Work Flow Manager implements the ability to monitor and provide reporting for alt 
audio sessions received, transferred, transcribed, and stored. Additional effort is being applied to 
Work Flow Manager in order to satisfy Language Services requirements for enhanced statistics 
and information reporting, 


4 


From 


i 


O riginal Message — 
jembe 

m[co^ 


1 (FTO) CFBI) 


Se nt: Monday. Noveml ^ 08. 2004 1:45 PM 


TTO) (CONi 


(rro) (FBI)L 


I 


Im>) (FM)" 


Subject: Gratitude for Special Support 


llTD) (FBI); | 


}m)) (FBI);[ 



SENSITIVE BUT UNCLASStFIED 
NON-RECORD 



I just wanted to extend my gratitude to I t or the operational support he is providing. Spectfically.CZZD 

is instrumentai in heiping with the development and deployment of the DCS-3000 One Way Push system. SLC was the 
first official test site approved from the security office which assisted us in order to determine the robustness of our 
system. It was during this test phase that improvements were developed by Raytheon and incorporated into our latest TIU 
Software baseline. The new so^are envies the CCC and CDC data to be correlated using a time-based aion rithm 
A vast improvement from hard copies and manual correlation. Although the new software hasn’t been validated. F f 
continues to provide us urith invaluable information. His efforts continue to help us gain great strides as we begin to 
establish new operations throughout the field. His expertise and kno^^fedge has assisted us in completing our initial goals. 
We are fortunate to have him on our side. Mote than thanks are truly in order. 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 

' lo TDWFBh 

From; I l( CID) (FBI) 

Sent: l-ridav, August 20.^ 04 5:06 PM 

To: *nflTDt ^ 

Cc: T nciDr(FBI);| |(SC){FBI) 

Subject: HUrcnSSS 6! Title 111 DigidrcunecnorrcqopnHTft 



moneyaiitJiec_08i3SACrOL£C (12 KB) 
20(M.wpd(I3 1C.. 


UNCLASSIFIED 


NON-RECORD 


DaHE! 

CLASSIFIED BY 65179 DHH/TAH/KSR/ JB 


PFASOET; 1.4 (g) 

OW: (36-12-2032 


ALL OTFORMATION COHTAIHED 
HEPEIUr IS UrJCLASSIFIED EXCEPT 
UHERE morni OTHERWISE 


Per our telephone conversation earlier today, please refer to attached ECs (one document requesting purchase approval 
from the Sacramento Division [SACT01 EC] and another document grant ng the approval from FBJHQ)- Our approving 
document {attachment labeled ''moneyauthec 081^^4.wp^|^ot kicked back by the Acting Section Chief here, who 


SE 8 SET 


( 1 ) 



wanted to know if there were any concerns from' the Collection Technologies Team, Telecommunications Intercept and 
Collection Technology Unit (TICTU), Electronic Surveillance Technology Section, ITD regarding; 

a) Is there any proprietary interest problem in allowing the Sacramento County Sheriffs Office to purchase this 
equipment? and 

b) Is the Bureau allowed to nnrchas g Title Ml riinital rr i l lftntifin equipment that is not a component of the DCS 3D00 (or ' 

whatever is the current moniker for the oi l I vstemi? *■' 

I told him that I was pretty sure that the FBI had no proprietary interest over a Hewlett Packard Magneto Optical Jukebox, 
and I know that JSI is selling collection systems formerly used by the Bureau to state and local law enforcement agencies 
around the country. However, I am not so sure about procurement rules regarding the purchase of non-DCS collection 
equipment. I am not a computer systems expert, but I tiiink an MO jukebox Is a pretty standard peripheral device, which 
possibly could be integrated into any digital collection system with the right software. 

The goal here is to help the Sacramento County Sheriffs Office upgrade their system for the benefit of the entire HIDTA 
task force of which Sacramento FBI is a member. The Sacramento County Sheriffs Office is the lead agency in this task 
force, and Sacramento FBI would benefit from its purchase. Can we get your concurrence for Sacramento to make this 
purchase? The funding is available through OCDETF, and Sacramento qualifies for this fonding by participating in 
OCDETF investigations. 

I am also faxing you a copy of the price quote given to foe Sacramento County Sheriffs Office from Penlink, Ltd. for the 
system upgrade. The Sacramento County Sheriffs Oifice has arranged alternative funding for foe rest of upgrade, 
except for the MO Jukebox. Please ennail me or call me back regarding this issue. 

Thanks 




I am i I newly assigned Unit Chief for the Telecommunications Intercept and Collection Technology Unit 

(TICTU) at ERF. This unit is responsible Tor providing electronic surveillance equ ipment to all FBI field offices. This 
equipment ranges from the 1033 unit, fo ^ r e DCS-3000 (switched based 

equipment), the DCS-5000 (FISA platforrnrand foe ucs-eooo(cnminai platform), t am contacting you to sdiedute a 
meeting of all par ties lis^ in the cc; (and any you deem necessary) to meet here at ERF and work towards written 
guidance vrifo foej FISA incoming data and what classification before telephor>e applications. 


TICTU is currently receiving increased communications from the field offices as to the direction to follow. I am providing 

K 



( 2 ) 



two possible dates to meet: Thursday, August 26, at 10:00 a,m. or Friday, September 3rd at 10:00 am. Please advise of 
the date vou pre fer, and if additior^al information is needed before we meet. 1 can be contacted via e-mail or by telephone 
703 1 1 1 await your response. 


[ 


SENSITIVE BUT UNCLASSIFIED 

I ~|(OTD) (FBI) 

From: I (FBI) 

Sent: Tliursdav. July 29. ^004 1 1 :14 PM 

To: I ‘^n flTOfFBH 

Subject; HE: Saying Hello 1 ■ ■ c 


UNCLASSIFIED 

NON-RECORD 


Hell' 


Thanks for writing me back. 


I 


jBut yes i am very inreresiea *n ine pusiiion, ana inanKS TOt 

Clearing a up, you Know inai messages arouna nere can repeated incorrectly. I will be looking for the canvass and see 
if I am qualified for the position. But even though 1 don't really know DCS 3 Qoo because you know working the 11pm-7am 
shift, I don't really deal with tt but I will make it my business to learn it | j is on vacation this week, when he returns I will 


— Unglnai Message 

From:f | (ITD) (FBI) 

Se nt: i nursoav. juiv~^ . 20CM 8:58 AM 
To: | 1 (NY) (FBI) 

Subject; RE; Saying Hello 


UNCLASSIFIED 

NON-RECORD 


Mil I 

l am well and still adjusting to the work which can be heavy attimies. I hope you and your son are doing well. tr^ ic 

TICTU will be/is advertising for an ET. ! believe the selectee will be working with the DCS-3000 team. Obviously, you 
heard wrong as to there being a position for you; it is open to all. Hopefully, this position is one which you can be 
competitive if you decide to apply. Good hearing from you and good luck! 

Md 


— -Original Message 

From: I | (NY) (FBI) 

Sg jit; Wprtne<mav. ii jiv 78. 2004 11:26 PM 
Tcj I (ITD) (FBI) 



( 3 ) 


kl 


[CLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


[ 


From: 

Sent: 

To: 

Subject: 


](OTP)(FBI) 

I h JD) (FBI) 

Thursday, July Q8, 2 004 9:50 AM 

CZIZliZZ^lTD) (FBI) 

I Installation Instructions for Voicebox Fixed Site Systems 



VIRUSS-1.RTF (17 
KB) 

UNCLASSIFIED 

NON-RECORD 


hi 

;b:£ 


I the Certification & Accreditation of the Voicebox System, its mandated that all VoiceBox workstati' 
softwareJoadficLaod running. The attached file contains Instructions for installation and setup on th 
I Softwarc should be installed as soon as possible. When completed you must 
I inform him that virus scan is installed and running. 



io0gJl3 lKa__l 

Srra n ] 


bb 

b'b:; 

b7L 


Your VoiceBox system must haufi^fOQOeclion to the DCS network. This connection will allow vrmr ■avatarr' tnmnnjw to 
( S ) the DCS 3000 Web rraoeorTthd|^^^^^^|nachin e, The Web page contains down loads 

workstsdiaosJUQQiQCLWindows 2000 Professional) an^^__^^Jfo r Windows 2000 Server). 'i he connection win aiso 
allow th| ^ftware to update automatically. 


tf you have questions please contact: 



I | f you could send this 1 *° request that the DCSP personnel in the field could preform this task* 


Thank you 


X 

?^J^rYir -r 


(4) 



UNCLASSIFIED 


_ ^Tl \ iQ 



Guys, 

The question continues to pop-up, how does the field handle FISA information; classified, or 
unclassified? Can we develop a procedutfij;|garding the proper handling and transfer of data thru 
the DCS-3000 One Way Push into the l F Or use an alternate approach? 

Pokey mentioned the possibility of using EDMS for each region and automajically download the Tel 
Apps, This may be a viable option? More details will be need for a discussion. 

Other suggestions? Any wraiy to provide the field with an answer? 


Thnx, 

-c 






K 


(5) 


T 


Michael P. Clifford, Jr. 

Section Chief 

Electronic Surveillance Technology Section 
Inve stigative Tech nology Division 
( 703 ] 1 


Q etnini l Wnfryiiv — 

From| I (HN) (FBI) 

Sent: Friday, March 12, 2004 4:11 Pj 
T». n TFFr^r> MICHAEL (ER) (FBl)j 
IfERUFBn - 

Cd (FBI); [ 

I fHN) fFBI 



(ER)(FBI);| 


Subject: CSOC 


,_|CHN) 

|(HN) (FBI) 

(ER) (FBI) 



□r) (FBI); 

N) (FBI); 
^HN) (FBI); 


SENSITIVE BUT UMCLA* 
NON-RECORD 


Mr.. Clifford, 


I am the Technical Advisor for the Honolulu Division as vvell as the System Administrator for the Red Wolf FCI 
collection system. 1 have been involved in Uie DMW collection system since 1994. During that tinne I have seen 
the evolution of the FCI digital collection system and have been impressed with the productivity that our LS's are 
doing since we went digital. 



I have nothing on paper explaining to me and the FCI squad what the CSOC is, wh 
ultimate responsibilities are. t have been recently advis^ that CSOC accesses the 
to do health monitoring without my knowledge. 


doing and what their 
Isystem twice a day 


( 6 ) 



assurances that my system cannot be compromised by some one who does not have a need to know. 

t guess that I have been ranting and raving enough about the security issue, i could go on but will be babbling 
soon. 

Thank you for your time, 

^lf“ 1 

Tech Advisor 

FBI -. HnnnltiNi 
(808 (O) 

(80S| |(C) 


SENSITIVE BUT UNCLASSIFIED 



M (7) 


FFom; 

Sent: 

To: 

Cc: 

Subject: 


] (OTP) (FBI) 

[ 




^ FW;[ 


I 


OTD) (FBI) 

3, 2005 )Qj59 AM 




^MM) (CON) 


y) (CON) 


(OTD) (CON) 


UNCLASSIFIED 

NON-RECORD 


Ir.-.-; 

Arrangements are being made with Raytheon for installation ! activation of the ISDN card. We will let _ 
you know when we have a better idea as to a specific date. Be advised that this will require the TIU rL Vb 
be taken down for the install - Expect approximately 1-2 hrs of downtime for the TIU to be upgraded. 

I 1 

m \ I 

M«saae 

Fwm: I - 1 010-1 (FBI) 

Sent Wednesday, November 23, 2005 fi- 5? am 

To: I | 0 TO) fFRTH _■ IQ TDI CFRl J ■_ Im ^ (FBI) 

Cc: (FBI) 

Suhjecti RE: f | 

UNCLASSIFIED 

NON-RECORD 


All. , 

Two l B are being sen) from Denver to Miami, Also, two DCS 3000 systems fcv use with th 

system which is 
to be the replacement for th 4 
oerforn n the IS DN intercept 

for the I IPhones. As I have stated to everyone before if the manu^cturer of the collection system has an ^ 


]as sent also, However, the DCS 5000 has the internal ability to 


]in only adds to another point of failure. I spoke with 


be- 

bout whether he 


inherent aornty to do 
an intercept putting aQ 
had the ISON card 

for the DCS 5000 and he said he did. He also stated no instructions or support for installing it had been sent. Would 
someone from the 

DCS 5000 program please address this. 


] 


Front: 

Sent; 

To: 

Cc: 


rn: 




E 




2«mber 22, 20Q| 

□aap) (fbdT 

subject; FW: | | 


T m» (FBI) 

mber 22, 2CHi5,gj£ 

ap) (FM) 

JfOTD I 


AM 


]{OTD) (FBI)£ 


^OTD) (FBI) 


UNCLASSIFIED 

NON-RECORD 


RMS 106071 


1 


ALL XJrFORnATION COUTAlMIl) 

HEREIN 13 ^CLASSIFIED 

DATE 06 -OS -2007 BY 55179 DHH/TAH/K 3 R/JB 





Attach ed is an RMS for tw ol 
sent to| I? 


3n 11/1/2005 yiat have not been filled. Do you know why it was 


Thanks. 



All, , , , 

Two| |are being sent from Denver to Miami. Also, two DCS 3000 systems for use with the| | 

system wnicn is ■ , * ’ 

to be the replacement for thel Las sent also. However, the DCS 5000 has the internal ability to perform 

the iSCMjQt^cept * * 

for the ! [p hones. As I have stated to everyone before if the manufacturer of the collection system has an inherent 
ability to do . 

an intercept putting a | | ln only adds to another point of Allure. I spoke wit j [ about whether he had 

the ISDN card 

for the DCS 5000 and he said he did. He also stated no instructions or support for installing it had been sent. Would 
someone from the 

DCS 5000 program please address this. 


2 


[ 


From: 

Sent: 

To: 


Cc: 

Subject: 


)TE. 




1 (OTD) (FBI) 

J(OTnj 


fOTD^ (F 


s 


Inrn^ /pri J 


„ 


]yiu)(i-tii)[ 


(OTD) (CON) 
hw: LA-1 Kreseniaoon on 12/5/2005, on TTA abilities 


UNCLASSIFIED 

NON-RECORD 


Hello Guys, 

This brief/EXPO which is requested by Counter-Terforism is being pushed by the front office. 

I believe the DCS-5Q00. I l and the DCS-3000 platform is what the division is interested in. 


Please advise and use | | as our point of contact. 


P.Sl (let's put this on the agenda for Monday! 


— Original — 

From! I If TDVFBl^ 

Sent; IS, 2005 lr36 PM 

To: [ ~ OTOi (rat) 

Subject: LX-l Presentabon on 12/5/2005, or: TTA abilities 

UNCLASSIFIED 

NON-RECORD 


ho 

h-^c 


Afternooi l | here is the fbllow-up on our brief conversation friis morning. As its stands right now OTD is scheduled to 
make a pm^ntation like the one made to/at FBIHQ in May of this year. If you could send me the name(s) of TICTU 
personnel that will be handling the TICTU table, I'll need their Name, DOB, SSAN, and Status (Agent v Support) by 
1 1/30/2005. LX-1 Security likes to know who is carrying a gun in the bldg. Here is a simple set of driving instructions froi“ ^ 
Quantioo to the LX-1 Bldg; 

■ bh 

b7C 


Hopefully, I haven't missed any major item, if I did drop me a line. Thanks 


UNCLASSIFIED ALL IMFORHATIOH COtlTAIHED 

HEREIH 13 UHCLASSiriED 

DATE 06 - 08-2007 EY 65179 DMH/TM/K 3 R/JB 

UNCLASSIFIED 


X 


(1) 


THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR OGC 
APPROVAL 


O riginal Message 

From i ~| {gTD^ (CON) 

Sent Friday, November 04, 2005 7:47 AM 
To: l U GC\ (FBI) 

Ce:l pTD) (FBI) 

Subject: Digital coiieaion description 


UNCLASSIFIED 

NON-RECORD 


I Hope this provides what you need. If not, please let me know If you need a more succinct or technical 
description, I'll provide it. 


Glad we finally met Thanks for your heli 


Digital Collection consists of the DCS-3000, OCS-5000, and DCS-6000, Which provide digital collection tools, 
foreign counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection 
supports the FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems to facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems being acquired 
under the Digital Collection 

possess similar functions and l - ^ ^ ^ 

however, the primary difference is law entorcement system’s requirement to minimize collected communications. 
The passage of the Communication Assistance to Law Enforcement Act (CALEA), ttie implementation of stete-of- 
the-art personal security features, and the explosion of telecommunication options (caller ID, call waiting, call 
conferencing, etc.) spotlighted the deficiencies of the legacy systems. 


The Digital Collection Program provides ffie FBI with the means to collect eviderKie and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through 
this program intercept multi-source digital (and analog) communications information for intelligence gathering for 
foreign counterintelligence activities arxi investigative purposes for providing evidence of criminal activity for trial, it 
should be noted that those systems used for criminal investigations possess a requirement to minimize 
intercepted voice sessions, (i.e., record wily when the call is being actively monitored). Electronic information 
collect^ includes pen register (incoming and outgoing dialed digits, caller ktennfif^tinn nf 

communiratton arid othar sianai related information), analog and digital telephone calls ! I 

ligh density drives and magneto-optical disks are utilized for temporary 
aiiu peiiiidiieiii siuiage, lespvuuveiy, iiu special, environmental storage facilities are needed. Digital CPilecbon 
si^tems are used primarily by FBI field offices and Resident Agencies in support of active foreign intelligence and 
criminal cases. Support is also provided to other federal, state, local and tribal agencies, as required. 


The Digital Collection Program has evolved during its life cycle and has become more 
complex. Even so, digital collection systems are computer-based systems comprised primarily 


(1) 


X 


ALL IHTOHKATIQU COHTAIMD 

HEREIN 1:3 UNCLASSIFIED 

DATE (jD-DS-r2007 BY 6517& DHH/TAII/K3R/JB 


b2 

h‘-'K 



of commercial-off-the-shelf hardware and software with limited proprietary application 
software. Incorporated technological advances allow Case Agents to easily and effectively 
manage the recordings electronically, which dramatically increases the efficiency of trial 
preparations. While each Field Office or Resident Agency is self-sustaining in its ability to 
process interc epted information, this program permits interconnectivity of all FCI systems via 2 
I l a wide area network established to link field offices’ central monitoring plants for 

the purpose of digital collection information sharing; it will use Trilogy’s network backbone.) 
and TRILOGY (the FBI's enterprise wide area network being deployed to link field offices). 

This connectivity enables the transfer of electronic or digital files of intercepts to a remote or 
distant field office for special language translation/transcription and sharing of information 
among FBI offices and other partnering agencies. Systems are also installed as fixed systems 
in locations that require long-term, permanent operations. In many instances, intercepted 
audio is shared via a secure, wide area network or downloaded from computer memory onto 
removable media and provided to language specialists in offices around the country, greatly 
increasing productivity of FBI translation and transcription efforts. 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


From; 

Sent: 

To: 

Cc: 

Subject: 


]0TD) (FBI) 

c 


X 


1 11 ■ I hVM H 11 IT 


]OGC) (FBI) 

^10, 2005 8:51 AW 
tim{FBi} 

](OTDl (CON) 


Kt: uigttai uoiiection aescription 


UNCLASSIFIED 

NON-RECORD 


I 

This is exactly what I need. I will finish drafting the EC today. Thanks for your patience. 
Sincerely, 


X (2) 



t J Hope this provides what you need. If not, please let me know. If you need a more succinct or technical 

description, I'll provide it. 


Glad we finally met. Thanks for your help 


Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, 
foreign counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection 
supports the FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems to facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems being acquired 
under the Digital Collection program include s^gjgmsjf 2 £ej 2 n^ 2 unjgrj£rtefti 2 gfice_grjdjaw£nf^^ 
possess similar functions and capabilities tc| | 

however, the primary difference is law enfoilmiiuiiL byi^ujiii !> mi^uimiiiyiit uj miiiimi!!M uuiiuumu dUMUiiuriiLisuijns. 
The passage of the Communication A^istance to Law Enforcement Act (CALEA), the implementation of state-of- 
the-art personal security features, and the explosion of telecommunication options (caller ID, call waiting, call 
conferencing, etc.) spotlighted the deficiencies of the legacy systems. 


The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through 
this program intercept multi-source digital (and analog) communications information for intelligence gathering for 
foreign counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It 
should be noted that those systems used for criminal investigations possess a r^uirement to minimize 
intercepted voice sessions, (i.e., record only when the call is being actively monitored). Electronic information 
collected includes pen register (incoming and outgoing dialed digits, caller identificatitm date/time of 
communicatiQn. and other signal relate d information), analog and digital telephone 
I I High density drives and magneto-optical disks are utilized for temper^ 

and permanent storage, respectively; no special, environmental storage facilities are needed. Digital Collection 
systems are used primarily by FBI field offices and Resident Agencies in support of active foreign intelligence and 
criminal cases. Support is also provided to other federal, state, local and tribal agencies, as required. 


The Digital Collection Program has evolved during its life cycle and has become more 
complex. Even so. digital collection systems are computer-based systems comprised primarily 
of commercial-off-the-shelf hardware and software with limited proprietary application 
software. Incorporated technological advances allow Case Agents to easily and effectively ^ 
manage the recordings electronically, which dramatically increases the efficiency of trial 
preparations. While each Field Office or Resident Agency is self-sustaining in its ability to 
process interce pted information, this program permits interconnectivity of all FCI systems via 
I h wide area network established to link field offices’ centoral monitoring plants for 

the purpose of digital collection information sharing; it will use Trilogy's network backbone.) 
and TRILOGY (the FBI’s enterprise wide area network being deployed to link field offices). 

This connectivity enables the transfer of electronic or digital files of intercepts to a remote or 
distant field office for special language translation/transcription and sharing of informafion 
among FBI offices and other partnering agencies. Systems are also installed as fixed systems 
in locations that require long-term, permanent operations. In many instances, intercepted 
audio is shared via a secure, wide area network or downloaded from computer memory onto 
removable media and provided to language specialists in offices around the country, greatly 
increasing productivity of FBI translation and transcription efforts. 


X 


( 3 ) 



NON-RECORD 


To M\, 

There is no need to discuss this matter now. I have all the confidence in i ~ 'W if the issue of removal becomes 
necessary, he will contact OTD for assistance (TICTU will coordinate the OTD effort). Until such time (if at all), OTD will 
stand by and stand down. 



Subject: RE: NO Sitr^ 


UNCLASSIFIED 

NON-RECORD 


We need to discuss the removal of th d t vstem from the NO site. I spoke to l I fNO) yesterday He 

informed that the workstations have been removed from the site and stored elsev^ere, but the system is still intact 
there In the CMP It is powered down and wrapped/covered with a plastic tarp. Do we want to send a crew down to 
remove the system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another ate? 
???? 


l*roflr 


^(per 


jram iicuutg^r - H^rprS^iperations Servicea 

Elsur Tecluiology Mai^agem^nt Uriit <ETMU) 

EJectronic Surveillance Technology Section (ESTSJ 
Operational Technology Division (OTD) 

ERF, 

Tei 5401 I 




1 

^oe 



From: I |(H0) (CON) 

Sent: Thursdaiy, October 06, 2005 3:12 PM 
To: l J (OTD) f FBni 

Cc: 


t 


I: 


{rar 

StD) (FBI);[ 


~1 (OTD) (FfiliJ 
] ^) (FBI)i 


Subject: RE: NO SItrep 


J(OTD) (FBI) 


J)TD) (c6n)1 


})TD) (FBI); 
fO TPUCON^ 


UNCLASSIFIED 

NON-RECORD 



JCNO) (FBI)^ 

ZIJTrTD)pi£I] 

Wm (FBI); ! I 


b-: 


b7-:: 


b7^ 


Luni^ the Houston office closure during hurricane Rita I installed a DCS 3000 in the l ^ nd prepared 

toe VB III for a pending case. The system is prepared to collect for New Orleans if need be. As far ^ the T-60 
system I am waiting to see what NO decides to do. We will be sure to be available to install toe system and get it 
going for them when they are ready and know where its going to be. When I have any further updates I will be 
sure to include you in toe communications. We really dodged a big one by Rita going through SE Texas instead of 
Galveston and Houston, 


X 


( 4 ) 




ScnHc#5 

£lsur Technology Man^ement Unit {ETMU) 

Electronic Surveillance Technology Action (ESTS) 
Operational Technology Division (OTD) 

ERF^ Qi^ia£tCQkJ£^ 

Tel: 54D- 
CeU: 54 
Fox: 54 
Pager: 




L 


— OdfliQsLMsgagg;;:::! 

FromI lUD) (FBI) 

S ^t: Monoav. hepten^ r 12, 2005 4:38 PM - 

To| ^I(OTP) (FB1);| |(OTD) (CON)l | 

Cd IfNO) (FBI)J klTD) (FBI) 

Subject; FW: NO Sitrep 

b'7C 

b'VF. 

UNCLASSIFIED 

NON-RECORD 


Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming. 

O riginal Messewe 

Fmm I iT NOt (FBI) 

Sent: Montfay, September 12, 2005 3:32 PM 

To ! l OTD UFBH 

Ccl larb UPBIV I r rp^ fFB IH T HO^ (CON); 

I l NO> (FBI); I K MO) <FBIV-» (FBI) 

Subject: NO Sitrep 


r~~l 

Would ya’II forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, 
space management and FBI movers will commence movina all of our TA/ET/CMP e ouiornent from New 
Orleans to our new offsite located at I ~ This includes moving ^ ^ 

ail CMP equipment (Voice Box, DCS30C0, Red Wolf, etc). 

During this move I am sure things will be damaged. We cannot leave anything in place for space 
management is to begin gutting our entire field office next week. In a perfect world, we will be back in our 
New Orleans office by die end of May, or early June '06. In the interim (HJr division wrtll be scattered in 
bldgs from Covington, LA to Ramn with Baton Rouge having several bldgs housing different 

pr ograms. I have a sked TT/ I t o contact TICTU, et al to help set up temporary DCS 3000, etc in 

ou| I As for as any CMH down here, I do not know at this time how that will evolve, but 

oncPWgsraiTBtjnipment up here in BR, perhaps BAE could send some contractor types to check out all 
of our equipment. Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

I I - i may ask for a few TTAs in the next week or so to come and help set up our new space. There is 
a TR# associated with this that I will get for you if/when needed. Lodging is still an issue and anyone who 
comes should be prepared to sleep in TRU tents (A/C‘d) or in our new space on cots. Just let those 
interested in coming what the conditions are. I will speak with you more on this when the time comes. I 
am the only TTA in NO that did not have significant damage t my house. All others are out til at least 10/1 
on admin leave. 

That’s it for now. I'll keep you posted. 



X 
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Sincerely, 


Myy HiUlHnSBHSranJounsel 

AHmlnietrati»a 1 Room 7338 

202-324| I 


h6 

h-:r 


THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE DISTRIBUTED WITHOUT PRIOR 06C APPROVAL 


Ori ginal Message 

FromC 


JOTD) (CON) 


Se nt; Friday. Novembe r 04, 2005 7:47 AM 


TO 

CcJ 


(OGC) (FBI) 
OTD) (FBI) 


Subject; Digital Collection description 


UNCLASSIFIED 

NON.RECQRD 


\ H Hope this provides what you need. If not, please let me know. If you need a mcfl-e succinct or technical 

description, 11! provide it. 


bo 

tv^c 


Glad we finally met Thanks for your help] | 


Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, foreign 
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the 
FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the acquisition, deployment, 
and support of communications interception techniques and systems to facilitate and support national security, 
domestic counterterrorism, and criminal investigative efforts. Systems being acquired underthe Digital Collection ^b 2 
program indud^s^stems^foreign^counterinteliigence^ndjaw^^ similar functions and e 

capabilities tJ however, the primary difference is law 

enforcernen l 'g ystem ' S ' re tj m r e m e r U to r ni n i muii tiO ll tidttiM titim tl lin i fiamH Itt. I n tl passage of the communication 
Assistance to Law Enforcement Act (CALEA), the implementation of state-of-the-art personal security features, and 
the explosion of telecommunication options (caller ID. call waiting, call conferencing, etc.) spotlighted the deficiencies 
of the legacy systems. 


The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through this 
program intercept multi-source digital (and analog) communications information for intelligence gathering for foreign 
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial, it should be 
noted that those systems used tor criminal investigations possess a requirement to minimize intercepted voice 
sessions, (i.e., record only when the call is being actively monitored). Electronic information collected includes pen 
register (incoming and outgoing dialed digits, t eller identification, date/time of communication, and other signal related 
information), analog and digital telephone call£| |gh 

density drives and magneto-optical disks are uTiiiiteci fsr lerriporsrv UIIU pgiiiuiigiiL *:iLUiuyv. lysptKiiivvijr; iiu sipCcial, 


X 


( 6 ) 


environmental storage facilities are needed. Digital Collection systems are used primarily by FBI field offices and 
Resident Agencies in support of active foreign intelfigence and criminal cases. Support is also provided to other 
federal, state, local and tribal agencies, as required. 


The Digital Collection Program has evolved during its life cycle and has become more complex. 
Even so, digital collection systems are computer-based systems comprised primarily of 
commercial-off-the-shelf hardware and software with limited proprietary application software. 
Incorporated technological advances allow Case Agents to easily and effectively manage the 
recordings electronically, v^ich dramatically increases the efficiency of trial preparations. While 
each Field Office or Resident Agency is self-sustaining in its ability to process intercented 
information, this program permits interconnectivity of all FCI systems vi^ p wide 

area network established to link field offices’ central monitoring plants for ThB purpoSS of digital 
collection information sharing; it will use Trilogy’s network backbone.) and TRILOGY (the FBI's 
enterprise wide area network being deployed to link field offices). This connectivity enables the 
transfer of electronic or digital files of intercepts to a remote or distant field office for special 
language translation/transcription and sharing of information among FBI offices and other 
partnering agencies. Systems are also installed as fixed systems in locations that require long- 
term, permanent operations. In many instances, intercepted audio is shared via a secure, wide 
area network or downloaded from computer memory onto removable media and provided to 
language specialists in offices around the country, greatly increasing productivity of FBI 
translation and transcription efforts. 


UNCLASSIFIED 


UNCLASSIFIED . 


UNCLASSIFIED 


[ 


From; 

Sent: 

To: 

Cc: 

Subject: 


I I (OTD) (CON) 

' M&nagv"HflV6mBer [j; goos 9:59 am 

|OGC) (Fail 

I OTP) (FBI) ! 

RE: Digital Collection descriptiofl 


JOGC) (FBI) 


UNCLASSIFIED 

NON-RECORD 


to6 

b7C 


] is out thru Wednesday. He will be back Thursday and will probably respond before end of the week. 



— Or iginal Message 

From:f |(OGC) (FBI) 

Sent: 2005 8:49 AM 


X 


(7) 



Digital Collection consists of the DCS-3000, OCS-5000, and DCS-6000, which provide digital collection tools, 
foreign counterintelligence gathering, and taw enforcement evidence collection, respectively. Digital Collection 
supports the FBI's mis^on to ensure the ability of the FBI to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems to facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems being acquired 
under the Digital Collection program include systems fforeion counterintelligence and law enforcement that 
possess similar functions and capabilities to l 
however, the primary difference is law enforcement system's requirement to minimize collected communications. 
The passage of the Communication Assistance to Law Enforcement Act (CALEA), the implementation of state-of* 
the-art personal security features, and the explosion of telecommunication options (caller ID, call waiting, call 
conferencing, etc.) spotlighted the deficiencies of the legacy systems. 


The Digital Collection Program provides the FBI with the means to collect evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which ^cilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through 
tills program intercept multi-source digital (and analog) communications information for intelligence gathering for 
foreign counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It 
should be noted that those systems used for criminal investigations possess a requirement to minimize 
intercepted voice sessions, (i.e , record only when the call is being actively monitored). Electronic information 
collected includes pen register (incoming and ou^oing dialed digits, caller identification date/time of 
communication and other signal relaty t information), analog and digital telephone 
I 1 High density drives and magneto-optical disks are utilized tor temporary 

and pemnanent storage, respectively; no special, environmental stCH'age facilities are needed. Digital Collection 
systems are used primarily by FBI field offices and Resident Agencies in support of active foreign intelligence and 
criminal cases. Support is also provided to other federal, state, local and tribal agencies, as required 


The Digital Collection Program has evolved during its life cycle and has become more 
complex. Even so, digital collection systems are computer-based systems comprised primarily 
of commercial-off-the-shelf hardware and software with limited proprietary application 
software. Incorporated technological advances allow Case Agents to easily and effectively 
manage the recordings electronically, which dramatically increases the efficiency of trial 
preparations. While each Field Office or Resident Agency is self-sustaining in its ability to 
process inter cepted information, this program permits interconnectivity of all FCl systems via b;:: 
I ^H (a wide area network established to link field offices’ central monitoring plants for 

the purpose of digital collection information sharing; it will use Trilogy’s network backbone.) 
and TRILOGY (the FBI’s enterprise wide area network being deployed to link field offices). 

This connectivity enables the transfer of electronic or digital files of intercepts to a remote or 
distant field office for special language translation/transcription and sharing of information 
among FBI offices and other partnering agencies. Systems are also installed as fixed systems 
in locations that require long-term, permanent operations. In many instances, intercepted 
audio is shared via a secure, wide area network or downloaded from computer memory onto 
removable media and provided to language specialists in offices around the country, greatly 
increasing productivity of FBI translation and transcription efforts. 


UNCLASSIFIED 


X 
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description, HI provide it. 


Glad we finally rnet. Thanks for 


your help 


□ 


jlr,7 


Digital Collection consists of the DCS-3000, DCS-5000, and DCS.6000, which provide digital collection tools, foreign 
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the 
FBI's mission to ensure the ability of the FBI to collect evidence and intelligence through the acquisition, deployment, 
and support of communications interception techniques and systems to facilitate and support national security, 
domestic counterterrorism, and criminal investigative efforts. Systems being acquired under the Digital Collection 
program inc|u£lg,Sj£StgQlS,(|Q]£igQ.£QUQtgQQlgUiggQ£g.gQ£|Jg^£,gQ£Qi;Qg[QgQ|12tl3LQOS^ss similar functions and 
capabilities | t wever, the primary difference is law 

enforcemenTsysiem's requirement to minimize coiiectec communications, i he passage of the Communication 
Assistance to Law Enforcement Act {CALEA), the implementation of state-of-the-art persmial security features, and 
the explosion of telecommunicatjon options (caller ID, call waiting, call conferencing, etc.) spotlighted the deficiencies 
of the legacy systems. 


The Digital Collection Program provides the FBI with the means to colled evidence and intelligence through the 
acquisition, deployment, and support of communications interception techniques and systems which facilitate and 
support national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through this 
program intercept multi-source digital (and anabg) communications information br intelligence gathering for foreign 
OHinterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be 
noted that those systems used for criminal investigations possess a requirement to minimize intercepted voice 
sessions, (i.e. , record only when the call is being actively monitored). Eledronic information collected includes pen 
register (incoming and outgoing dialed digits, caller identification date/time of m mmunication arid other siariai related 
information), analog and digital telephone calls ! j High 

density drives and magneto-optical disks are utiltzea tor temporary and permanent storage, respectively; no special, 
environmental storage facilities are needed. Digital Coilectbn systems are used primarily by FBI field offices and 
Resident Agencies in support of active foreign intelligence and criminal cases. Support is also provided to other 
federal, state, local and tribal agencies, as required. 


The Digital Collection Program has evolved during its life cycle and has become more complex. 
Even so, digital collection systems are computer-based systems comprised primarily of 
commercial-off-the-shelf hardware and software with limited proprietary application software. 
Incorporated technological advances allow Case Agents to easily and effectively manage the 
recordings electronically, which dramatically increases the efficiency of trial preparations. White 
each Field Office or Resident Agency is self-sustaining in its ability to int^rr^ntAri 

information, this program permits interconnectivity of all FCI systems via | fe wide 

area network established to link field offices’ central monitoring plants for the purpose of digital 
collection infomnation sharing; it will use Trilogy’s network backbone.) and TRILOGY (the FBI’s 
enterprise wide area network being deployed to link field offices). This connectivity enables the 
transfer of electronic or digital files of intercepts to a remote or distant field office for special 
language translation/transcription and sharing of information among FBI offices and other 
partnering agencies. Systems are also installed as fixed systems in locations that require long- 
term, permanent operations. In many instances, intercepted audio is shared via a secure, wide 
area network or downloaded from computer memory onto removable media and provided to 
language specialists in offices around the country, greatly increasing productivity of FBI 
translation and transcription efforts. 
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UNCLASSIFIED 


UNCLASSIFIED 


From: 

Sent; 

To: 

Cc: 

Subject: 


TOTDj (FBI) 

I 

rnaav. wovenTPSrw 


uigrarrcnsctra™ 


blD) (CON) 
720CS 7:47 AM 
3GC) (FBI) 

)TD) (FBI) 
cription 


L6 

UNCLASSIFIED b c 

NON-RECORD 


I I- Hope this provides what you need. If not, please let me know. If you need a more succinct or technical 

description, I’ll provide it 


Glad we finally met Thanks for your help 


Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection tools, foreign 
counterintelligence gathering, and law enforcement evidence collection, respectively. Digital Collection supports the FBI's 
mission to ensure the ability of the FBI to collect evidence and intelligence through acquisition, deployment, and 
support of communications interception techniques and systems to focilitate and support national securi^, domestic 
counterterrorism, and criminal investigative efforts. Systems being acquired under the Digital Collection ofo aram inclu de 
systems (foreign counterintelligence and law enforceme nts that possess similar functions and capabilities to l I 

I [however, the primary difference is law enforcement system’s 

requirenrtirtf 14 WiriffllSfe ifiliecieo communications, i ne passage of the Communication Assistance to Law Enforcement 
Act (CALEA), the implementation of state-of-the-art personal security features, and the explosion of telecommunication 
options (caller ID, call waiting, call conferencing, etc.) spotlighted the deficiencies of the legacy systems. 



\j2 

The Digital Collection Program provides the FBI with the means to collect evidence and intelligerrce through the 
acquisition, deployment, and support of communications Interception techniques and systems which facilitate and support 
national security, domestic counterterrorism, and criminal investigative efforts. Systems provided through this program 
intercept multi-source digital (and analc^) communications information for intelligence gathering for foreign 
counterintelligence activities and investigative purposes for providing evidence of criminal activity for trial. It should be 
noted that those systems used for criminal investigations possess a requirement to minimize intercepted voice sessions, 

(i.e., record only when the call is being activdy monitored). Electronic information collected iruludes pen register 
(incoming and outgoing dialed digits, caller ide ntification, date/time of communication, and other signal relate d 
information), analog and digital telephone High density 

drives and magneto-optical disks are utilized for temporary and permanent storage, respectively; n6 i|ieciai, environmental 
storage facilities are needed. Digital Collection systems are us^ primarily by FBI ^Id offices and Resident Agencies in 
support of active foreign intelligence and criminal cases. Support is also provided to other federal, state, local and tribal 
agencies, as required. 


The Digital Collection Program has evolved during Its life cycle and has become more complex. Even 
so, digital collection systems are computer-based systems comprised primarily of commercial-off-the- 
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shelf hardware and software with limited proprietary application software. Incorporated technological 
advances allow Case Agents to easily and effectively manage the recordings electronically, which 
dramatically increases the efficiency of trial preparations. While each Field Office or Resident Agency 
is self-sustaining in its ability to proce ss intercepted i nformation, this program permits 
interconnectivity of all FCI systems via| |[a wide area network established to link field 

offices’ central monitoring plants for the puiposs AT aigital collection information sharing; it vwll use 
Trilogy’s network backbone.) and TRILOGY (the FBI’s enterprise wide area network being deployed 
to link field offices). This connectivity enables the transfer of electronic or digital files of intercepts to a 
remote or distant field office for special language translationrtranscription and sharing of information 
among FBI offices and other partnering agencies. Systems are also installed as fixed systems in 
locations that require long-term, permanent operations. In many instances, intercepted audio is 
shared via a secure, wide area network or downloaded from computer memory onto removable 
media and provided to language specialists in offices around the country, greatly increasing 
productivity of FBI translation and transcription efforts. 



NON-RECORD be 


That helps - 

I would strongly recommend that we only install tiiose workstation required - one or two extra is fine. 
But we can’t deploy workstations based on future projected requirements. We can generally respond 
quickly to additional WS requirements and have them on site within a week or two. 

If you have information re long term (>6months out) plans - 

please share that with us so we can prepare for such issues as database server upgrades etc. 

But let’s not base major system upgrades on things that MAY happen. 

Often things change - VERY often. 



Original Message 


X (11) 


PTPliFBlI 


From: 

Sent: 

To: 

Cc: 


Subject: 


UNCLASSlFtED 

NON-RECORD 



At ^is time the TTAs have been relocated to Baton Rouge. We are in the process of establishing office (phone lines, etc). 

months that may change. 

I tor HQ City is now scattered to 

tour anrereni lemp sues in ,j aiirereni ciiies. 


saC 


Tor>hnii^ai AAxjtcpr Mew OHeans 
f504[ 


iiSpT 

any 


From ( 


I (OTD) (FBI) 

Sent; Thursday, October 06, 2005 9 :40 AM 

CcJ tTD)(FBl)l , bTD^fCnM^T 

1^ |( OTD)(F8I);| I HO) |CON)T 


fTDHFBDjJ 


Subject: RE: RtT 3frr5[n 




InO^^FB!) 


•prmw 


J(OTO)(CONj 


](rrp) (FBi)| I 


kG 
b- /C 


UNCLASSIFIED 

NON-RECORD 


Do we have any more info on the New Orleans status? 
Have we recovered/evaluated tfie DCS 5000 ? 

Do we anticipate a temporary requirement in Baton Rouge? 

Any other info??? 


I 

( 703 ) \ 

From I I f OTD) (FBI) 

Se nt; Thursday. Septem ber 22, 2005 4:31 PM 

T ol I f NO) (FBI), , , , , 

Cd IflTD) rFBI)l , rOTD^ fCONII f lTD) (FBI);I 

I ^ I otdufbd V l /OT&WFBi l I fHaweotA ' — * 

Subjert: FW: NO Sitrep 


X (12) 


Importance: High 


NON-RECORD 


NO) 

(TICTU) (FY)) 

RE: DCSP Support 

FYll I (out of the Housto n office) has eva cuated Houston because of RiTA's path, and is now in the 

ShrweportKA. His cell phone # is ! | Hts cell phone coverage is spotty but you should be able to 

call the RA directly to locate him. He can be available to assist in checking out CMP collection systems 
equipment and/or relocating the equipment out of the NO office All this said, you may have already been in 
contact with him, y ni Jeave it in vp ur hands. If you need any further, or more, assistance, please don't hesitate 
to email or cal) and pr myself will see that you get it, ■ 


Program Manager ^ fintefprtse operatic Sorvicos 

Elsur Technology Management Unit (ETMUf 
EHectronic Surveillance Technology Section (ESTSl 
Operational Technology Division (OTD) 

ERF, VA 

Tel^ 540 - 
Celt S 4 i 

Fax: $4C , 


Original Message 


Froml \ 

Se nt:TH5IIUdV. !rf!mfflri ul 

To l lf( 

c 3 V 

Subject: FW: NO Sitrep 


^ITD) (FBI) 
3lr 12, 2005^ 
LOTD) (FBiC 
JtNO) (FBI)1 


^TD) (CON) 
y) (FBI) 


(UD) (CON) 


NON-RECC 


Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming. 

Original^Message;;;;;^^ 

Frornt f I NO) (FBI) 

3 t: Monday. September 1 2. 2005 3:32 PM 

| (OTDim , , 

|fnTP 7 fFBI):i _ rm»fFBI):l I (HO) (CON) 

tWO) (FBI); INO) (FBI)J IrTP) fFBI) 


vyould ya II forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space 
management and FBI r novers will commence moving ait of our TA/ET/C MP equipment from New Orleans to our 
new offsite located at ail lis includes moving all CMP equipment 

(Voice Box, DCS3000, R 

DuririG this move I am sure things will be damaged. We cannot leave anything in place fbr space management is 
to begin gutting our entire field office next week. In a perfect wodd, we will be back in our New Orleans office by 
the end of May, or early June ^06. In the interim our division will be scattered in bldgs from Covington, LA to Baton 
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Rouge, with Baton Rouge having several bldgs housing niffpprtt omnramjt i haw ack^H tt A I tn 

contact TICTU, et al to help set up temporary DCS 3000, As for as any CMP down 

here, I do not know at this time how that will evolve, but once we get all equipment up here in BR, perhaps BAE 
could send some contractor types to check out all of our equipment. Also, I am sure we will have to surplus 
equipment but we will take it one step at a time. 


I may ask for a few TTAs in the next week or so to come and help set up our new space. There is a TR# 
ted with this that 1 will get for you ifAvhen needed. Lodging is still an issue and anyone who comes should 
be prepared to sleep in TRU tents (A/C’d) or in our new space on cots. Just let those interested in coming what 
the conditions are. I will speak with you more on this when toe time comes. I am the only TTA in NO that did not 
have significant damage t my house. All others are out til at least 10/1 on admin leave. 

That’s it for now. I’ll keep you posted. 

b 

L7t: 




UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


From: 

Sent: 

To: 


Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


IfOTD) (FBI) 


c 


IP-l-f . U V!H ft U U\ eT-TJIk E 




] (NO) (FBI) 
.2005 12:50|CU. 
lTD\ fFBIir^ 


TornwERiJ" 








Kb; NU biti^ep 


JlTD) (FBI)l. 




IotdhfC 


]{OTD) (FBI) 




b2 

hlC 


I 1 

Prior to making the decision to leave the Red Wolf in place, we spoke with Raytheon and somebody from CSOC (or 
whatever its called now) and all said to leave it for ij kq cafartft leave than move. So that is what we did. Currently 
toe closest place to put it would be in a warehouse|^^^_^^^_| so for security purposes, etc, in my opinion it is best to 
leave it where it is. 


s aI I 

T AflviRW NASTnrtoans 
f5Q4l 1 

Ori ginal Message 

Fixun: ! I mTTh (FBI) 

Sen£j_Fri^g^,_QjtobeLQ2fc2(X)5 1:04 PNL 

Tol i (OT P)fFBnr 

I | (NO) (FBI) j 


_ I /HO) ICON): r 
JTD) (FBI) J 

K 
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T?TP^ fFBI 


Cc: | 

Subject: Kt: imu bitrep 




mTTFBH[ 


Tfnm> 




TO) (FBI) 


JOTD) (FBI) 


UNCLASSIFIED 

NOW-RECORD 


We need to discuss the removal of the RW system from the NO site. I spoke 'd IQ) yesterday. He 

informed met the workstations have been removed from the site and stored eisewnere, out the s^tem is stiH intact 
^ there in the CMP. ft is powered down and wrapped/covered with a plastic tarp. Oo we want to send a crew down to 
remove the system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another site? 
???? 

I □ 

Program Manager - Bnterpfism bp«rot<OR9 ScrWc«« 

EJsur Technc>log5f Manag^m^nc Unit f£TMU} 

Electronic Surveillance Technology Section (ESTS) 

Operational Technology Divi^on (OTD) 



UNCLASStFIED 

MQN-RECORD 

Wri^ the Houston office ctosure during hurricane Rita I installed a DCS 3000 in th j ~ l and prepared 
the VB ill for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50 
system I am waiting to see what NO decides to do. We will be sure to be available to install the system and get It 
going for them when they are ready and know where its going to be. When I have any further updates I will be 
sure to include you in the communications. We really dodged a big one by Rita going through SE Texas instead of 
Galveston and Houston. 


Thanks 


Houston feci) sgoad(BO-)) 

Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Opej^tiona^cchnology Division (OTD) 

D«k) 

Fax) 

Cell) 


b2 

be 

b7C 

b';i? 



— uriQinal Message 
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(ITDXFBI) 


Cc J 

Subject; FW: NO Sitrep 


l(NO) (FBI)[ 


UNCLASSIFIED 

NOM-RECORP 


Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming, 

O riginal Message 

Fro m! I fNO^ (FBI) 

Sent; Monday, September 12, 2005 3:32 PM 

ToJ I (OTDXFBD 

c\ ' "I t u I u f ^FBII _ 1 rnpi fFBp:l ]. (HO) (CON); 

I |(NO) (F^n J T NO) (FBn l I TfTPl (FBI) 

' su5]«x! Nu biirep — ' 


Would ya’ll forward this to whom ever you may think needs it. especially in the TICTU realm Tomorrow, 
space management and FBI movers will oommen^jmoving^ajl^of^^ from New 

Orleans to our new offsite located at an | |This irtcludes moving 

all CMP equipment (Voice Box, 

During this move I am sure things will be damaged. We cannot leave anything in place for space 
management is to begin gutting our entire field office next week. In a perfect world, we will be back in our 
New Orleans office by the end of May, or early June 06. In the interim our division will be scattered in 
bldgs from Covington. LA to Baton Rouge , with Baton Rouge having several bldgs housing different 

pro grams. I have a sked TT a contact TICTU, et at to help set up temporary DCS 3000, etc in 

our[^__^^__| As for as any CMP down here, I do not know at this time how that will evolve, but 
once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all 
of our equipment. Also. I am sure we will have to surplus equipment but we will take it one step at a time. 


|may ask for a few TTAs in the next week or so to come and help set up our new space. There is 

a TR# associated with this that I will get for you if/when needed. Lodging is still an issue arto anyone who 
comes should be prepared to sleep in TRU tents (A/C’d) or in our new space on cots. Just let those 
interested in coming what the condihons are. I will speak with you more on this when the time comes. I 
am the only TTA in NO that did not have significant damage t my house. All others are out til at least 10/1 
on admin leave. 


That’s it for now. I’ll keep you posted. 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

K 


( 17 ) 



UNCLASSIFIED 

NON-RECORD 


UUllliy ule Houston office closure during hurricane Rita ( installed a DCS 3000 in the l lan d prepared the 

VB III for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50 system I 
am waiting to see what NO decides to do. We wilt be sure to be available to install the system and get it going for 
them when they are ready and know where its going to be. When I have any further updates I will sure to include 
you in the communications. We really dodged a big one by Rita going through SE Texas instead of Galveston and 
Houston. 


Thanks 






Houston Tech Squad (SO-I) 

Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Q nerational T echnology Division (OTD) 




I 


-O riginal Messaoe-’-- 

Froml 

Sent: i hursaay, October 06, 2005 9 :40 AM 
ToJ (FBI)£^ 

CrA rrP^ fEBDI 


□(OTD) (FBI) 

3/ zc 


5 OTD) (FBI);| 
OTD) (FBI); 


Subject: RE: NO Sitrep 


UNO) (FBI) 


IfmmicQNiir 


Jtd) 


JCOTD) (FBI) 


b2 

b7C 


r I flTD ) fFBoT I 

tOTD) (CON) ^ \ ' 


UNCLASSIFIED 

NON-RECORD 


Do we have any more info on the New Orleans status? 
Have we recovered/evaluated the DCS 5000? 

Do we anUcipate a temporary requirement in Baton Rouge? 

Any other info??? 


I ^ 

Ftxmt i j OTOt (FBI) 

S ent: Thursday, Septem ber 22 , 2005 4:31 PM 

To| (NO) (FBI) , , 

■ f-H - l(ITD) fFBnl IfOTD MCONlJ 

1 bTDUFBI); | I fOTDKFBI):! 

subject: FW: NO Sitrep 

Importance; High 


bT:. 


“□(ITD) (FBI); 
JWCCON) 


UNCLASSIFIED 

NON-RECORD 



X 


( 19 ) 



RE: DCSP Support 


FYl I b ut Of the Houston offlcel has evacuy ed Houston because of RITA'S path, and is now in 

the Shreveport ka" His cell phone # is 832| | His cell phone coverage is spotty but you should be 

able to call the RA directly to locate him. Hedtin tty available to assist in checking out CMP collection 
systems equipment and/or relocating the equipment out of the NO office. All this said, you may have already 
been in contact with him, so I'll iyua it in »ni ir h-aiyts. If you need any turner, or more, assistance, please 
don't hesitate to email or call and r myself will see that you get it. 


yrogram S»rvicea 

Etsur Technology Management Unit (ETMU) 

Electionic SurveiDancc TechnolQgy Section (ESTS) 
Operational Technology Division (OTD) 

ERR 
Tel: 540^ 

CeU: 54i 
Fax: 

Paaer: 8Si 


-Original Message 


From:[, 


] (ITD) (FBI) 


Se nt: Monday, Septemb er 12, 2005 4:38 PM 
To: l "^H fOTP) (FBI)r 

(cmi 


se 


](OTD) (CON)^ 


Subject: PW: NO Sitrep 


1 (NO) (FBI);[ 


](ITD) (FBI) 


b2 

bo 

L7C 


JlTD) 


UNCLASSIFIED 

WON-RECORD 


[ 


Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming. 


From l I lMOt (FBI) 


200S 3:32 PM 

T d T >TD ) (FM) 




L 


Jc 


Subject: NO Sitrep 


(0TD)( 
0) (FBI) 


my-i 


i fi rni fFBir 
1(N0) (FBI) J 


JcrroT™ 


I (HO) (CON); 


ir.2 


h-6 

h'K: 


Would ya’II forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, 
space management and FBI movers w i l l commence moving all of our ta/et/cmp ^ uipment from New 
Orleans to our new offsite located at ar l i This includes moving all 

CMP equipment (Voice Box, DCS3000, Red Wolt,e{c). 

During this move I am sure things will be damaged. We cannot leave anything in place for space 
management is to begin gutting our entire field office next week. In a perfect world, we will be back in our 
New Orleans office by the end of May, or early June '06. In the interim our division will be scattered in bldgs 
from Covington, LA to Batori Rouge, with Baton Rouge having several bldgs housing different pro grams. I 

a asked TTA | I d contact TICTU, et al to help set up temporary DCS 3000. etc in our l | 

As for as any CMK down here, I do not know at this time how that will evolve, but once we get an 
>ment up here in BR, perhaps BAE could send some contractor types to check out allot our equipment. 
Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

X 



( 20 ) 


I 1 1 may ask for a few TTAs in the next week or so to come and help set up our new space. There is a 
I Ki* associ^ed with this that I will get for you if/when needed. Lodging is still an issue and anyone who 
comes should be prepared to sleep in TRU tents (A/C’d) or in our new space on cots. Just let those interested 
in coming what the conditions are. I will speak with you more on this when the time comes, I am the only TTA 5 
in NO that did not have significant damage t my house. All others are out tit at teast 10/1 on admin leave. h i 


That’s it for now. I’ll keep you posted. 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


From: 

Sent: 

To: 


Cc: 

Subject: 


UNCLASSIFIED 

NON-RECORD 


1<0TD) (FBI) 


.OTD) (FBI) 

Vnaav u«QD6r~TTr"g&05 204 PM 




2:04 PM _ 
DTP) fFBIkf 


!iiuna^ 


RE; NO Sitrep 


■ roTDi fcok nr 

. .iviy iwv^^^ 

tTD) (FBI) | 




T. (OTD) (FBI) 


1 mm fCQNVI I 

SLL-. 1 1 f i TnO ^Bi): 

I 


L.6 

C 


We need to discuss the removal of the RW system from the NO site. I spoke to j ~ h oi yesterday. He 

informed that the workstations have been removed from the site and stored elsewhere, but the system is still intact there in 
the CMP. It is powered down and wrapped/covered with a plastic tarp. Do we want to send a crew down to remove the 
system (preserve the hard drives, etc.)? Do we want to have it shipped here to ERF, to another site? ???? 


Program Manage - Enterprise Operations Services 

Elsur Technology Management Unit (ETMU) 

Electronic Surveillance Technology Section (EST$| 
Operation^ Technology Division (OTD) 

EEF, 

Tel: S^OA \ 

Fax: S 4 Cm __ 


— -Uliyilldl riBsage- — 


1 


X 


(21) 


[ 


Fron j i HO^ (CON) 

Sent: Thursdaiy, October 06, 2005 3:1 2 PM 
T d l OTDl f FBTl 

Ccl l frTP)(FBnl 


(cnro) (FBI) 

Subject: 


itOTP) (FBl)^ 


=Bl)f 
:: RE: 


NO Sitrep 


lu I uj (J-Blj 


JTO) 

iroTQi 


r roTQ 

J(OTD) (CON);[ 


CFBI)Lr 


Jrw) (FBI) 

[OTP) (FBI) 


UNCLASSIFIED 

NON-RECORD 


During the Houston office closure during hurricane Rita I installed a DCS 3000 in th d fe nd prepared the 

VB III for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-50 system I 
am waiting to see what NO decides to do. We will be sure to be available to install the system and get it going for 
them when they are ready and know where its going to be. When I have any further updates I will be sure to include 
you in the communications. We really dodged a big one by Rita going through SE Texas instead of Galveston and 
Houston. 


b2 

hlC 

E 


Thanks 


~vo} 

I7SO-1 


713 

713 

832 


iwasmrrTmrsqnsiJj:iO-1) 

Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Op erational Te chnology Division (OTD) 
iDesk) 

Fax) 

Cell) 

nrioiRal Message 

FromI bTD) (FBI) 

40 AM 


Se nt! mur^ay, October (J(>. 2o05 9^ 
T oil IO TP) (FBIL 

M rrmuFBir 


Subject: 


3 oTD) (FBI)f 
T^: NO Sitrep I 


IjO) (FBI) 

^n-Tri\ < 




THO) (opl 


UIDJ (l-Bi) 


Z IlTD) (FBI)J I 


UNCLASSIFIED 

NON-RECORD 

fco 

h '<c 


Do we have any more info on the New Orleans status? 
Have we recovered/evaluated the DCS 5000? 

Do we anticipate a temporary requirement in Baton Rouge? 

Any other info??? 


] (ITD) (FBI); 


(70i 


-Original Message 


Fromr 

Canfeu 


Serf 

Tod 




lOTD) (FBI) 


Cc[ 


iluHpber 22, 2005 4:31 PM 
(NO) (FBI), 


](rTD) (FBI);[ 


]{OTD) (CON)r 


X 


( 22 ) 



CMP equipment (Voice Box, DCS3000, Red Wolf, etc). 

During this move I am sure things will be damaged. We cannot leave anything in place for space 
management is to begin gutting our entire field office riexl week. In a perfect world, we wilt be back in our 
New Orleans office by the end of May, or early June '06. In the interim our division will be scattered in bldgs 
from Covington, J fl tr^ Ratnn Rouge, with Baton Rouge having several bldgs housing different proqcaffi&_l_— 
hav e asked TT aI I contact TICTU, et al to help set up temporary DCS 3000, etc in 

* > As for as any CMP down here, I do not know at this time how that will evolve, but once we get all 

I/: equipment up here in BR, perhaps BAE could send some contractor types to check out all of our equipment. 

r.:.r. Also, I am sure we will have to surplus equipment but we will take it one step at a time. 

L i I -I I may ask for a few TTAs in the next week or so to come and help set up our new space. There is a 

TR# associated with this that 1 will get for you if/when needed. Lodging is still an issue and anyone who 
comes should be prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those interested 
in coming what the conditions are. I will speak with you more on this when the time comes. I am the only TTA 
in NO that did not have significant damage t my house. All others are out til at least 10/1 on admin leave. 

That's it fer now. I'll keep you posted. 



UNCLASSIFIED 



NON~RECORD 


^uunng toe 


me Houston office closure during hurricane Rita I installed a DCS 3000 in the| |nd prepared the VB 

III for a pending case. The system is prepared to collect for New Orleans if need be. As far as the T-60 system I am 
waiting to see what NO decides to do. We will be sure to be available to install the system and get it going for toem when 
they are ready and know where its goirtg to be. When I have any further updates I will be sure to include you in the 
communications. We really dodged a big one by Rita going through SE Texas instead of Galveston and Houston. 


Thanks 


X 


( 24 ) 


Fro^ram Mtxnager * Snter7>rt4« Services 

EUur Technology Management Unit (ETMU) 

Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 

ERF, 

Tel 540^ 

Cell: 54 . 

Fox: 54C 1 


— O rigirtal Message — 
mrt A iST D) (FBI) 

Se nt: Monday. Septemb er 12, 200^ 
Tor jOTO) (FBIiL 

cci I (NO) {FBir 

Subject: FW: NO Sitrep 


I (OTD) (CONI 

mb) (FBI) 


tUD) (CON) 


UNCLASSIFIED 

NOM-RECORD 


Heads up that a request for DCSP support irt NOLA/Baton Rouge will be coming. 


From:[ 
Sent: t 
ToJ 


Subject: NO Sitrep 


](NO) (FBI) 
jV 2005 3:32 PM 
~ TDI fFBI) 


Krn» (FBI) 


(HO) (CON); 


Would ya’II forward this to whom ever you may think needs it especially in the TICTU realm. Tomorrow, space 
management and FBI movers will commence moving al! of our TA/ET/CMP equipment from New Orleans to our 
new offsite located at an abandoned car dealership in Baton Rouge. This includes moving ail CMP equipment 
(Voice Box, DCS3000, Red Wolf, etc). 

During this move I am sure things will be damaged. We cannot leave anything in place for space management is 
to begin gutting our entire field office next week, in a perfect world, we will be back in our New Orleans office by 
the end of May, or early June '06. in the interim our division wilt be scattered in bldgs from CojaofltoaJA^ Salem 
Rouqe, with Baton Rouge having several bldgs housing different programs., [.havej isked TTj“| |o 

contact TICTU, et al to help set up temporary DCS 3000, etc in oi| | As for as Lny oivir uJwn 

here, I do not know at this time how that wilt evolve, but once we get an equipment up here in BR, perhaps BAE 
could send some contractor types to check out all of our equipment. Also, I am sure we will have to surplus 
equipment but we will take it one step at a time. 


I } ■ I may ask for a few TTAs in the next week or so to come and help set up our new space There is a TR# 
assoSated with this that I will get for you if/when needed. Lodging is still an issue and anyone who comes should 
be prepared to sleep in TRU tents (A/C’d) or in our new space on cots. Just let those interested in coming what 
the conditions are. I will speak with you more on this when the time comes, I am the only TTA in NO that did not 
have significant damage t my house. All others are out til at least 10/1 on admin leave. 

That's it for now. I’ll keep you posted. 


n 


X 


( 26 ) 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


OTP) fFBI) 


From: 

Sent: 

To: 


Sublet: 


[ 


jtober 

loTPifFBIlI 


OTD)(CON) 


Thursday. cjr.tnner hr ?nns Atm 




JOTDi 




Fa 


TDl^FBlI 


lOTDWFBtlif 


3(OTD| V ^. 1 ,^— 
rnrn^ fpp i^[ 


Spend code Ltescriptions 


foTD) (FBj_ 


JfOTDI fFBh 
iOTf 


I 


WfpnmL 

iOIDUFfil 1 


lOTD) 


Ti'.h 


rmi 


iTOTPffFBn; 


OTD) (FBI) 


JOTD) 


Follow Up Flag: 
Due By: 

Flag Status; 


Follow up 

Wednesday, October 12, 2005 12:00 AM 
Flagged 


UNCLASSIFIED 

NON-RECORD 


Iri reviewing the Spend Pbn's descriptions witV^^_^_| it has been determined that FY06 will bring about several 
chonges that may not be reflected in the current write up. In order to realign the mission goals/objectives, please 
review the current write ups to ensure thot it is aligned with FY06 tasks. 

Ex: SBIT should include TMD , DCS-NET, Outreach Confercrices, OCS3000 Upgrades, 

If these items align with major tasks for FV06, consider including them in the write-up. 

These adjustments will provide a more accurate account in our Spend Plon and will be used 
the AD cmd in my quorterly submission to SftU. 

If you should have ony questions or concerns, please see me or 

\ I 

TTCTU 

703| ~| 



UNCLASSIFIED 


X 


( 27 ) 


I 


NON-RECORD 


I I rnCTU) (FYI) 

RE: DCSP Support 

I l out of the tiousiOQJi&ce) has evacuated Houston because of RITA’S path, and is now in the Shreveport 

RA- His cell phone # Is 832 | | His cell phone coverage is spotty but you should be able to call the RA directly to 

locate him- He can be avaiiaoie to assist in checking out CMP collection systems equipment and/or relocating the 
equipment out of the NO office. All this said, you may have already been in contact with him i*ii loaua jt in your hands- 
If you need any further, or more, assistance, please don't hesitate to email or call and l l or myself will see ^ 

that you get it i 




f pvyj mil fflimuyer 'Eumfirw vp«ratiofts 

Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (E$TS) 
Operational Technology Division (OTD) 

ERF* QuanUco^^L 
Tel: 540 \ 

Cett 54i 
Fax: 

Pa ^er: sai 


jnO) (FBI) 


OriQtnal Message 

From: ! 

To:| rOTD) (FBI); 

Cc:| f (NO) (FBI);| 

Subject: FW; NO Sitrep 


PM 


](OTD)(CON)C 


Jrfb) (FBI) 


] (ITD) (CON) 


UNCLASSIFIED 

NON-RECORD 




I 1 

Would ya’il forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space 
management and FBI movers will commence moving all of our TA/ET/CMP equipment from New Orleans to our r>ew 
offsite located at an abandoned car dealership in Baton Rouge. This includes moving all CMP equipment (Voice Box, 
DCS3000, Red Wolf, etc). 

During this move I am sure things will be damaged. We cannot leave anything in place for ^ace management Is to begin 
gutting our entire field office next week. In a perfect world, we will be back in our New Orleans office by the end of May, or 
early June '06. In the interim our division will be scattered in bldgs from^ovington, LA to Baton Rouge, with Baton Rouge 
having several bldgs housing ru-ftfifaing | have asked TT Ai~ k > contact TICTU, et al to help set up 

temporary DCS 3000, etc in our l | as for as any CMP down here, I do not know at this time how that will 

X ( 28 ) 


Heads up that a request for DCSP support in NOLA/Baton Rouge will be coming, 

Frpm: ll I nO^ (FBI) 

^itj_Monda^,^e^jTTberl^^^ 3:32 PM 

<3 KOrDl (^}^ ^ llTD) CPBItI ItHOI fCONf 

r ~ | [N(3^ fFBOi fNOUFBi ^ I fnPlfFBD 

Subject: NO Sitrep 



evolve, but once we get all equipment up here in BR, perhaps BAE could send some contractor types to check out all of 
our equipm^t ^so, I am sure we will have to surplus equipment but we will take it one step at a time. 

I may ask for a few TTAs in the next week or so to come and help set up our new space. There is a TR# 

Hssuu wed with this that I will get for you if/when needed. Lodging is still an issue and anyone who comes should be 
prepared to sleep in TRU tents (A/C'd) or in our new space on cots. Just let those interested in coming what the 
conditions are. I will speak with you more on this when the time comes. I am the only TTA in NO that did not have 1: 

significant damage t my house. All others are out til at least 1 0/1 on admin leave. h 

That’s ft for now. I'll keep you posted. 


UNCLASSIFIED 


UNCLASSIFIED 

UNCLASSIFIED 


From: 

Sent; 

To: 

Cc: 

Subject; 

Importance: 


]0TD) (FBI) 


Thursday, September 22, 
( ^^ ^(OTD) 


]{OTD){CON} 
2005 T53PM 




□.(oifer 

16 td) (c 


Houston Status 


.ZJOTD) (O 
]iOTD){CON)| 


ONV: 


High 


IQTD) {FBI); 






J(OTD) (CON) 


TD) (CON); 


h'? 

b6 

b7C 

L.7E 


SENSnriVE BUT UNCLASSIFIED 
NON-RECORD 


Just got a return call fro ml 

down all the systems (Dl lU, uussuuo, Voice Box, DCS 5000), oovy ed t hem uo with 
now in | ^Hand his house telephone number ir|___Jis (903 


Houston. He said that they shut down the office Wednesday at noon^£owered 
invoice Box, DCS 5000), cove red t hem uo with ta ros, then got out of town I 


f 


SENSmVE BUT UNCLASSIFIED 


X 


(29) 


:OTD) (FBI 


ii 


From; 

S^nt: 

To: 

Co; 


Subject: 


[ 


l oTD> {FBI) 

Tuesday. September j 3. 2005 4:46 PM 


lnTn\ ^FRi^ 


iOTD\ ^PBl 

I [(OTD) (CON)| 

TFBT ' ^ 

RE: NO Sitrep 


S 


OTD^ fFBir 

TDirmif" 


j(o7or 




UNCLASSIFIED 

NON-RECORP 



Glad to hear that you and the team are fine! We want you to know that you have TICTUs 100% full support. That also 
goes for the entire Operational Technology you movejorwarttet us be a service to you. Both vendors are 

also on standby to assist. My office # is 703 l I cell # 202-|^_^_| Our team is here arid on standby. 


Urmj 

From^ 

Se nt: Monaav. beoternber 

!l 


jflinal 


I 


Subject: NO Sitrep 


f(afD)(R 

m) (fbi)£ 


(NO) (FBI) 

2, 2005 3:32 PM 
fOTD ) {FBI) 




T nm fFRnf 


](rTD)(FBI) 


] (HO) (CON) 


1=1 K 

Would yaTI forward this to whom ever you may think needs it, especially in the TICTU realm. Tomorrow, space 
management and FBI movers will commence moving all of our TA/ET/CMP equipment from New Orleans to our new 
offsite located a i “"H This includes moving all CMP equipment (Voice Box, 

DCS3000, Red Woir,etc). 

During this move I am sure things will be damaged. We cannot leave anything in place for space management is to 
begin gutting our entire field office next week. In a perfect world, we will be back in our New Orleans office by the end 
of May, or early June '06, In the interim our division will be scattered in bldgs from Cgvingtojv LA to Baton Rouge, with 
Baton Rouge having several bldgs housing different program s. 1 have asked TTA r t o contact TICTU, et al to 

help set up temporary DCS 3000, etc in our^_^^_^^__jAs for as any CMP d^n here, t do not know at this time 
how that will evolve, but once we get all equipment up here in BR, perhaf« BAE could send some contractor types to 
check out all of our equipment. Also, 1 am sure we wilt have to surplus equipment but we will take it one step at a time. 


1 1 may ask for a few TTAs in the next week or so to come and help set up our new space. There is a TR# 
associated with fois that I will get for you if/when needed. Lodging is still an issue and anyone who comes should be 
prepared to sleep in TRU tents (A/C’d) or in our new space on cots. Just let those interested in coming what the 
conditions are. 1 will speak with you more on this when the time comes. 1 am the only TTA in NO that did not have 
significant damage t my house. All others are out til at least 10/1 on admin leave. 


That’s it for now. I’il keep you posted. 

□ 


UNCLASSIFIED 


(30) 

K 




SENSITIVE BUT UNCLASSIFIED 
NON.RECORD 


A short list would include; 


1. Provide automated uploading from DCS-3000 to telephone applications. 


we cannoUiQloailIl&llI£Si&t£LM&£Q13ti&lLl^lL£lilQ^ R^te ISDN tines using an 
Ir the intercep t | r telephone service. 

3. Provide automated uploading from the RedWolf collection system to telephone applications. 


OriaiflflLlJgsgflg™-' 

Fromi l I fCTD^ (CON) 

Se nt: Wednesday. June 29. 2 Q05 4:45 PM 

To J t (WF) CEBU 

Cc J L (CTD) (FBI);| |CTD) (FBI); HQ-DIV 13 - 

EOPSJTECH 

Subject: Phone Records 


Ib'/C 

-b'^E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


IZZI 


3 


' UNK'clar^ifv 

can provide win oe heiprui. 


lasked ma ccmtact you regarding an issue of transferring massive amounts of 
Can you send me an email with details of the issues? Anything you 

b2 


Thanks, 


he 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


X 


( 31 ) 


r ^ 


Froirl tro) (CON) 

Se nt: mursaav. beoi5m)er 01 . 2005 1 0:20 AM 

Tfti ■■ 


[OUOIUiUt 


I c vD)7SoFrt! 


TwF^ fFBlf 




IWF) (FBI);[ 


] (OTD) (F6I); | [ 




Subject; RE: Phone Records 


1rrm\ rpRn; Hrt-nrvi vpnpc: tfch 

ioTD> fFBnl I (rroD) (fbi) 


SENSITIVE BUT UNCLASSIFIED 

NON-RECORD ^ 


I Just wanted to follow up on our meeting regarding the automation of uploading phone records to enterprise-level 
systems at HQ. I know ERF/ETMU was working this issue and expected an interim solution by August 31 . Is the 
issue resolved as scheduled? 


— Or ioinal Message — 

From: 


»mf 


>F) (FBI) 


S ent! Thursday. Juti e 30. 2QQ5 1 1:07 AM 
T d IfCTD) fCON):r 

roTP)IFBIll ' , I. 


CCIdIGiQf 


|(WF) (FBI);[ 


](OTD) (FBI)C 


Subject: RE; Phone Records 


]CTD) (FBI); HQ-DIV13-EOPS_TECH 


SENSITIVE BUT UNCLASSIFIED 
NON>RECORD 


b6 


A short list would include: 

1 . Provide autornated uploading from DCS-3000 to telephone applications. 

2. Currently we cannot unload pen register information from Primary Rate ISDN lines using a | ~b r 

the interced pr telephone service. 


3. Provide automated uploading from the RedWolf collection system to telephone applications. 

— Original Message — 

Fromr tro) (CON) 

S ent: wednesctav, June 29. 2 005 A:45 PM 
T d I (WF) f£Sli 

Cc i l (cm) (FBl j I (CTD) (FBI); HQ-DIV13-EOPS_TEOt 

Subject: Phone Records 



X 


( 32 ) 


W- ^ 


SENSITI\^ BUT UNCLASSIFIED 
NON-RECORD 


W. 

foi 


te wll o rder this on behalf of TfCTU, Do you expect this to be a one time request or will there be 55 other requests 
This would seem to be a system specific piece of equipment which would logically be handled by TICTU, 


□ 


Can we buy this on your credit card? Is is approximately $200. 


From 

Sen£ 

Tof 


Or iginal Message 

l(OTD) (FBI) 
f 19, 20057:51 AM 


;nqinai 

li f 

:: TuiK 




I rOTD^ fFBir 


tiro] (FBi)r” 


IflTD ) (CON) 


L 


JOTD) (CON) 




IfOTDI fCO m: T 

i dtp)7^ 


Subject: RMS 101411- 01 
Importance: High 


~|fOTD UFBnr 


CON);|. - 

pTD)(CON)i 




SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I passed this RMS to your group. 

This should be handled as expeditiously as possible. 


odel 10040-SC 


RMS 101411 -Omaha Division is requesting a | 
after reviewing a communication which indicated it is the only approved ! I to be use d This 
I I will connect to both the FISA and Criminal DCSSOOO's and will replace the existing r I 
wKicn is made by Belkin. Thank You! 


a o 

0 



SENSITIVE BUT UNCLASSIFIED 


X 


(33) 



able to take part ip fixing the problem, , t'll let you know what I hear. We might want to wait until 1 hear back from some of 
them to schedule a visit. 


— Ol| 

FroiJ 


O riginal Messaoer 


Sent: i nursday, June 30, 

Tn.[ "." hrn^ rmuf 


(WF) (rei) 

1:07 AM 


h' 6 


i~~ 

fO IDl (FBDJ 

Cc l ^ 

Subject: RE: Phone Records 


pfDKFBI); 




] (WF) (FBI);[ 


]0TD)(FBI);[ 


J(cr0) (FBI); HQ-DIV13-EOPS_TECH 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


A short list would indude: 


1. Provide automated uploading from DCS-3000 to telephone applications. 


2 Cur rently, we cannot upload oen register infq rmaHon from Primary Rate ISON lines using a| |for the 

intercept. I I for telephone service. 


3, Provide automated uploadiitg from the RedWotf coilection system to telephone applications. 


Or iginal Message 

From i l (CTD) (CON) 

Sen t: Werfnf«y1av. tune ? (W; 4:45 PM 
i 1 JfWFI f TO) 


To 

Ccd 


Subject: Phone Records 


JTO) (F8I)| 


}TO) (FBI); HQ-DIV13-EOPS_TECH 


b2 

b7c 

b7E 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


i! 


I sked me to contact you regarding an issue of transferring massive amourtts of DNR data into 
1 Can you send me an email with details of the issues? Anything you can provide will be helpful. 


Thanks, 


SENSITIVE BUT UNCLASSIFIED 

(37) 


K 


SENSITIVE BUT UNCLASSIFIED 



Subject: RE: Phone Records 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


A short list would include; 


1 Provide automated uploading from DCS-3000 to telephone applications. 


mation from Primary Rate ISDN iines using ai 
for telephone service. 


3. Provide automated uploading from the RedWolf coliection system to telephone applications. 



jsked me to contact you regarding an issue of transferring massive amounts of DNR data into 
an you ser>d me an email with details of the issues? Anything you can provide will be helpful. 


Thanks, 



K (38) 


SENSITIVE BUT UNCLASSIFIED 


C 


From: 

Sent: 

To: 


Cc: 


Subject: 


](OTD) (FBI) 

[ 


ftJnndav Anril 7 ^ 0 


]tD) (CON) 


J(ITD)LFBI1 


a s 3:48 PM 

ITD) (CON);[ 




-IITD^ fFBhl ^ 

_jrD)(hBl) i t TD)(FBI)[ 

TtD) (FBI! 


Ilqu 


flTD) IFBI): 


J(ITD) 


JTD) (CON) 


(ITD) (CON)r 


llXQii^SUl 


]lTD) (CON); 


b" 


RE: 2005 ETMU (fka EOSO) New Employee Orientation Agenda May 10-12 


UNCLASSIFIED 

NON-RECORD 


Subject: RE; 2005 ETMU (fka EOSO) New Employee Orientation Agenda May 10-12 

Please advise if you or a representative will be able to participate in the upcoming May Orientation as 
outlined below. 1 look forward to hearing from you. If you could respond at your earliest 
convenience 1 shall appreciate it. I will incorporate the updates and forward the final agenda to you. 

Thank you! 

' 5“ ^ 'l 

UNCLASSIFIED 

NON-RECORP 


The first new employee orientation in 2005 is scheduled for May 10-12. Your involvement in 2004 was a key 
factor in the success of all orientations conducted. As our team continues to merge over the coming months I 
shall appreciate your feedback and involvement in continual enhancements to the orientation program. As 
evidenced by orientation survey results and management feedback, new employees are being assimilated more 
effectively and expeditiously. 

The Agenda is attached for your review. I hope that your schedule will allow you to participate. The technology 
manager portion of the program is scheduled for Wednesday 1 1 May from 1:45-2:45 and 3:00 to 4:00 (a short )h : c 
break scheduled between sessions). Please let me know if you (or a designated alternate) would be 
available to provide an overview of the following systems: 

1:45-2:15 DCS3000 I 
2 : 15 - 2 : 4 S r I 
2:45-3:00 Break 
3:00 - 3:30 DCS5000 

3:30-4:00 DCS6000 




( 39 ) 



UNCLASSIFIED 

NON-RECORD 


The first new employee orientation in 2005 is scheduled for May 10-12, Your involvement in 2004 was a key ^ctor in 
the success of all orientations conducted. As our team continues to merge over the coming months I shall appreciate 
your feedback and involvement in continual enhancements to the orientation program. As evidenced by orientation 
survey results and management feedback, new employees are being assimilated more effectively and expeditiously. 


The Agenda is attached for your review. I hope that your schedule will allow you to participate. The technology 
manager portion of the program is scheduled for Wednesday ll May from 1:45-2:45 and 3:00 to 4:00 (a short break 
scheduled between sessions). Please let me know if you for a designated alternate) would be available to provide an 
overview of the following systems: 


1:45-2:15 DCS3000 
2:15-2:45 | | 

2:45 - 3:00 

3:00 - 3:30 DCS5000 
3:30-4:00 DCS6000 


For planning purposes the remaining 2005 orientations are scheduled for: August 9-11 and November 8-10. 


Thanks in advar>ce for your time. I look forward to your feedback on the agenda and your participation. Please call 
me with any questions you may have. 

he 

b'.'C 
L.7Z 




ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Op erational T^ hnoloav Division (OTD) 

5401 Desk) 

540| |Fax) 


UNCLASSIFIED 


UNCLASSIFIED 




( 40 ) 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 



Hal asked me to review the below thread and make a recommendation. After discussing withj | here's 

what we came up with... ^ ' 

First, based on my recollection, the Voicebox is a portable system, but not necessarily a laptop. Second, since this 
Voicebox is NOT an FBI system that is being connected to a FBI system, it deserves some scrutiny from security, 
virtiich 1 am sure that you have already done. We are assuming that this scenario may repeat itself in the future. 
Therefore, we feel that it would be appropriate for Wiere to be a written operating procedure (most likely a page or two 
at most) that describes the following: 1) the Voicebox while attached to DCS 3000 wll be under FBI control, 2) that 
appropriate safeguards are in place (listing safeguards), and 3} describing the sanitization process for ensuring that 
FBI dataAnformation is not falling into the wrong hands when the Voicebox is removed from DCS 3000. 

Once this is written and you review to ensure that it is adequate, we would ask that you please provide a copy of the 
operating procedure to the Accreditation Unit, so we can place it in the DCS 3000 C&A file for future reference. It 
would be Ihe basis for future and similar request to do the same. 

We did something similar to fiiis (somewhat different circumstances) about 18 months ago involving a HIDTA 
operation in Denver. We agree that there is nothing here (at least on the surface) that would require any accreditation 
impact. We would just like it documented in the C&A file. 

Hope this meets with your approval. 


If you have any questions or would like to discuss, please let 


Thanks! 


br me know. 


Accreditation Representative 
SecO/IA2Z^ 

202.32 ^ 1 

Room 4282 


Oruiu 

From: I 




][SecD) (FBI] 


I 


S ent: Friday. February (M. 2005 12:33 Pfr 
Td_ ^JSecDVCON) 

rni l (SecD) m)l 


CCON) 

Subject: FW: Portable Voicebox 


] (SecD) (FBI)[ 


(FBI); 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


X 


(42) 


Are you awared of the attached proposal to connect laptops to DCS3000? Marti asked if it changed the accreditation 
boundary • I would think there is a good chance it does. 


Sec-Div/lAS/AU 
(202) 324 4480 

Original Message — 

FfOf i T: SecD) (rei) 

Sent: Friday, February 04, 2005 9:22 AM 

Td 1 (SecD) (FBI) 

C<| I (SecD) (FBI) 

Subject: FW; Portable Voicebox 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 






Does the addition of laptops change the boundaries or not? 


nrioinal MeggaoP— - 

From I t SecDI (FBI) 

Se nt? Thur cdav. Fehriifliy 03, 2005 ?: ?R PM — . 

To | I (SecD) (FBI)I fSecD)(CON) 

SuDjecc: Rt; Portable vovcebox * * 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


(Lb 


Yoiir awareness of this was for your informa tion (FYI) only, you do not have a task to 
resolve. Therefore, there is nothing fo d H to do at this point in time. This is an 
operational issue not a certification unit issue. 


Cheers, F 


1 




ISSM, Uum 
ERF {703)|_ 






Original Message 

From d l (SecD) (FBI) 

S wt: 1 hursdav, hebru aTvTB. 2005 10:56 AM 
. |(SecD)(CON) 

Ci ISecD) (FBI) 

Subject: FW: Portable Voic^x 


K 


( 43 ) 


>(FBI); 


(CV) (FBIli 


(CV)(FBl)i 




irm rFBIl 

(FBO i I (CV)7 f^ 

&jbject: Portable Voicebox 


]v) (FBI){ 




JCV) {FBlJ 


fiilSSniTin 



b-s 

hV: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Several months ago, I spoke to you regarding our task force sguad that purchased its own Voicebox 
digital collection system and needed the OK from Security Division to use it on FBI cases. This is still in 
the works on our end, but we have a similar situation regarding o portable system and require the input 
of Security Division before we move forward, 

Quantico ERF has supplied our division with o portable Voicebox system, but it is currently in use in our 
Toledo RA, The case agent in our Youngstown RA would like to conduct an upcoming FBI T-III on a 
digital system (rather than cassette topes), but we do not have another system available (nicthcr docs 
ERF), The local HIDTA has purchosed a portable Voicebox system and has agreed to let the 
Youngstown RA use it for this T-IIL The system will be operated in the RA space and would be 
connected to our DCS- 3000 network to obtain telephone target dato. According to ERF, there is an 
acceptable coitf iguration which enables secure transfer of the data. The issue arises in regards to 
conducting an FBI case on a system that is not owned by the FBL As far as the date and audio thot will 
be stored on the system is concerned, if necessary, we could remove the hard drives from the system 
before it is returned to HIDTA (replacements would hove to be supplied by the FBI and software 
reloaded by the manufacturer). 

From the security standpoint, can we use this system to conduct this upcoming T-HI? Are there any 
other issues that must be resolved? 

If you hove any questions, please feel free to call me. 

Thanks, 


Cleveland Division 
216| toff ice) 

216 :ccll) 


h6 

L7C 


SENSITIVE BUT UNCLASSIFIED 


K 


( 55 ) 


To: 


Cc: 

Subject: 


□ 


toiFBj 




MJiiEm 


I pX^ fFBlf! 


Thm 


WEBlii 


IlS^ fFBI vf , 
MVtFBll 


KCG) fFR ITl 

fFBnJ 


YJHId:in 


TfBS^ fFBit: 


(HN) 











-t' 


I ifKr. 1 (FBi):| lfnp)(FBI):|_ 

_ tSU>fFBM 

I I /MV^ / FRIV t 

I iKHHMJIi) |gPwP^h:l 




t 








I 








;tiLeiu^] 




Cn [FBIV 
ZIbL) (FBI); 

— ^ 


I TpxwFBnT 

'(m \i 

p~lJNl fFBIll 




IIP^ fF BI Vl 

iHoiTFBnl 


t^=3iind=in 






Ifo^n 


TdeT 


(si)(EBuL 

(FBI) 


(FBI); 


(FBI 


BAlIEBnil 


^(AT) (FBIlI 
llA)fFRI);Ll 


^Nr» /PRIV 




iimHi-yi)i 

^iTD) (fBir 


1(ITD)(FB1) 


3I(M0) (FBI);[ 




DCS-3000 One-Way Push - Status Update (2/7/05) 


31 TD) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


AH, 

The one-way push Is currently being field tested at sites ] ^ nd j ] There are field Issues involving the performance 
between tiuLOD^way push and the RW. All parties invoR/6lTare\^king to correct and improve the systems performance. ^ 
In paralle l "T esting Is soon to begin within the ERF facility. This is a complex and integral part of the overall solution. ^ 
Upon cornpleton, this functionality shall be field tested as staled above. 

To date ! t eld offices have received the one-way push equipment for installation ! { sites have completed 

the install, but not yet activated for connectivity. Remaining sites can expect to receive equipment throughout the year and 
prepare for installation. Each site shall be informed in advance regarding installation and activafion, ERF is committed to 
minimize both operafional risk and system failures. There shall certainly be growing pains as we expand the amount of 
users incorporating CALEA into the FCI cases. There is a vast number of telco providers and switch vendors that make an 
exhaustive in-house test virtually Impossible. So some point in time, additional sites vt/ill be connected in order to field test 
as needed. We appreciate your cooperation and patience regarding this development process. 


Regards, 

1 — J 


SENSITIVE BUT UNCLASSIFIED - 

b^c 



K 


( 57 ) 












cciF 

T 


l ^ry-i fFRTf 
(CON) 

miT' 






b7.: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Several months ago, I spoke to you regarding our task force sguod that purchased its own Voicebox digital 
collection system and needed the OK from Security Division to use It on FBI coses. This fs still in the works 
on our end, but we have a similar situation regarding a portoble system and require the input of Security 
Division before we move forward. 

Quontico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our 
Toledo RA. The cose ogent in our Youngstown RA would like to conduct an upcoming FBI T-III on a digital 
system (rather than cassette tapes), but we do not have another system available (niethcr docs ERF). The 
local HIDTA has purchased a portable Voicebox system ond has agreed to let the Youngstown RA use it for 
this T-IIL The system will be operated in the RA spoce and would be connected to our DCS-3000 network 
to obtain telephone target data. According to ERF, there is an acceptable configuration which enables 
secure tronsfer of the dota. The issue oriszs in regards to conducting an FBI case on a system that is not 
owned by the FBI. As far os the data and audio that will be stored on the system is concerned, if 
necessary, we could remove the hard drives from the system before it is returned to HIDTA {replacements 
would have to be supplied by the FBI ond sof tware reloaded by the manufacturer). 

From the security standpoint, can wc use this system to conduct this upcoming T-III? Are there any other 
issues that must be resolved? 

If you have any questions, please feel free to call me. 

Thonks, 


Cleveland Division 
216 


216 


(office) 

(cell) 


b.5 

hlC 


SENSITrVE BUT UNCLASSIFIED 


X 


( 59 ) 


DCS 6000 is UNCLAS and DCS 5000 is SECRET. 

If there's a way - it would definitely be worth the effort. 


[ 


rm out most of this week but would like to get together next week - 1/31 - 2/4 


(703| 


— -Original Message- 

Fromif 
Set 


SeptL. 
To 

i [nn 

r~z 




llTD) (FBl( 




SecD) (FBI) 
005 3:41 PM 
ISfifD) (FBI) 


b.' 


ccTT 




fD) (FBI); C 
Ittd) (FBI[ 


l/ITDI (FBI iT 


]rrb) (FBi|^ 




(ITD) (CON) 


Subject: kt: COiV^binih^ the Collection systems under one C&A 


UNCLASSIFIED 

NON-RECORD 


Combining makes sense to me! I feel like we've been herding cats on this one. 


— O riginal Message — 

From| |(SecD) (FBI) 

Sen t: i uesaav. Janu ary is. zu uS 8:05 AM 

To: I 

(milEEE 

Cc;f 


1 (ITD) (FBI)r 


(ITD) (CON) 





iMiFBDl 


Subject: RE: Combining the Collection systems under one C&A 


■_]:SecD)(CON) 
]^D) (FBI) 


UNCLASSIFIED 

NON-RECORD 


Not a good time as all the streets will close at 1 pm We d (19th) here. I agree that we . 
should do this but next week would be better as | [ will also be back then. iLvJr 

bob 


I 

CISM.CISCM.CICM 


IT Specialist (Security) 


X 


(60) 


Team 1 Certification Lead 
Cftr tifir.atinn Unit IAS, SecD 
2Q2 \ I 



Subject: Combining the Collection systems under one C&A 


UNCLASSIFIED 

NON-RECORD 


Gents, 


After many internal discussion regarding the Certification and Accreditation (C&A) 
process of systems, we [AU. CU, and I] came to the conclusion that combining systems 
under one C&A makes sense (in some cases). I'd like to get your opinion on this matter 
as I 'm lookin o to combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, ; 

and| [under one C&A (if that makes sense to do so). ^ 

I'ff IIRB lU^rrange a meeting for 13:30 tomorrow 19 January to discuss and collect 
your comments. We can meet in my office unless someone has a better alternative. 



hG 

1 c 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


K 


(61) 



From; 

Sent: 

To: 

Subject: 


^ITD) (FBI) 

flau .lanMarv I S, 2005 1 ;1 9 PM 
l (ITD)(FBn 

iombining the Collection systems under one C&A 


Clear Day 
Bkgrd JPG (5 KB) 

NON-RECORD 


UNCLASSIFIED 


Thanks 


I believe sinc J n ame was on the e-mail, we need to know what he knovre and have him 

to keep us informed as to any direction which may affect the unit. 


— O riginal Message — 

From| (iTD) (FBI) 

Se nt: ruesaav, Janua rvlS, 2005 11:41 AM 
To j KUD) (FBI) 

Cc f IT D^ (FBI) 

Subject; FW: Combining the Coi lection systems under one C&A 


UNCLASSIFIED 

NON-RECORD 


spoke with the DCS-6000 guys earlier today and they echoed similar comments. 


Thanks 


Ori^ 

From:J 

SentJn 

Cc3 


(ITD) (FBI) 
TT7J:'2005 11:35 AM 
ITD) (FBI) 

TTD) (FBI) 


. ( 62 ) 


Subject; RE; Combining the Collection systems under one C&A 


UNCLASSIFIED 

NON-RECORD 


□ 

I think the C&A process is best served by separating the various projects, especially 
between different security classification platforms. 

DCS-3000 ISSO -I I 
DCS-5000 ISSO -I 
DCS-6000 ISSO A 

— O riginal Message — 

From i I ITD’) (FBI) 

Sent: Tuesday, Januarv 18, 2005 8:21 AM 

To il ^rTD) fFBn: l n (ITD) (FBI) 

C d r iTD) (CON) 

Subject: FW: Combining the Collection systems under one C&A 


UNCLASSIFIED 

NON-RECORD 


Hello Guys, 

Here is an e-mail moving about regarding C&A. , 
Please review. 


I "I 

— O riginal Message — 

From i I (UD) (FBI) 

Se nt: Tuesday, Januarv 18, 2005 8:00 
TnM iripi (FBI)[^ 

fFBlli — — 


(ITDl 

Cc:|_ 


m) (FBI)I 
TSecD)(CON)f 
J(rTD)(CON) *■ 


TtD) (FBI) :[ 


^cD) (FBI) 


Subject: Combining the Collection systems under one C&A 


be 


] 


UNCLASSIFIED 

NON-RECORD 


X 
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r ^ 


Gents, 


After many internal discussion regarding the Certification and Accreditation (C&A) process 
of systems, we [AU, CU, and t] came to the conclusion that combining systems under one 
C&A makes sense (in some cases). I'd like to get your opinion on this matter as I'm looking to hz 
combine the collections systems ( DCSnet, DCS 3000, 5000, 6000, and junder one ' r. 
C&A (if that makes sense to do so). I • 

I'd tike to arrange a meeting for 13:30 tomorrow 19 January to discuss and collect your 
comments. We can meet in my office unless someone has a better alternative. 


Cheers 


1^ 


ISSM, Qu antico Comp lex 
ERF f7Q3 U i 


!t-.- 


UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 


K 
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I=Z 

From: 

Sent: 

To: 

Subjoct: 


lOTDI (FBI) 


I 

fW: 


(FBI) 

laniiarvi ft 2005 8;42 AM 
t (ITD) (FBI) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


— Oriai[i3Lt3fi(5afl^^ 

From: l I fTTD^ (FBI) 

3 fr: ThiirgHav lapnary 13, 2005 1:51 PM 
lfSecD)fCO H^ 

^ I (ITD) (FBI) 

Subject: 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


name through [ 


Jofwarded this message to me. 


I he said you may be able to help me answer some questions I have about] 
I need is contact information for the system administrator, the ISSO, and the ISSM. 


]is our System Administrator, I am the ISSO ant j [ is the iSSM for the[ 


"t reject. 


Also, 1 need to know which network^^_^_]-esides on 

Th^__^_^|is a self contained Windows domain network which functions as a tool for telecommunication 
interception used in Title III case work. The systems are develt^ed and provided by a contracted vendor which specializes ^ 
in this type of investigative tool. Each Feld office has a version of this network in place {varying in size according to need) ^ ^ 
Additionally a number of RAs have a system. The combination of these systems is reaching 1 00. The systems do have a 
firewalled link to the DC53000 project which allows the systems to recieve the Call Data Content record information from 
wireless technology intercepted calls. The systems run at the sensitive but unclassified level. 




SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 




X 


lOTD) (FBI) 

From; I |(ITD){FBI) 

Sent; , iiieinaH laniiirv n. ^uuo am 

To: I k'TD) (F81) J _ l lTD) {FBI) 

Subject: RE; IG Questions Part II; Deadline ASAP 


UNCLASSIFIED 

NON-RECORD 


[ 


I'm not sure we're the right group to answer question number 8 since we do not conduct Title Ills or FISAs (we provide j 

support for these operatio ns upon reques ts from the field) Divisions 5 and 6 should have these numbers - CALEA was ^ , ~ 

enacted in October 1994. | |has a list of Title-Ills for each fiscal year by field office. There is an annual 

unclassified disclosure of MbA sppilC9Hffiis published by the DOJ, but ^e actual number of FISA targets and intercepts is 
classified secret and is treated as "need-to-know only" information - and I don't know. 


information from the annual unclassified FISA repoi 
Year FISA Applications Submitted 



1996 

1997 

1998 

1999 

2000 
2001 
2002 
2003 


ITD has provided ffie OCS-3000 CALEA pen-register and trap/trace data collection system to more than 50 federal, state, 
and local law enforcement agencies to assist with CALEA based intercepts. The following are examples of the agencies 
that ITD has assisted in this regard; 


Local Law Enforcement State Law Enforcement Federal Law Enforcement 


1 hope this helps, 


bit 


O riginal Message — - 

From 
Se ntf ■ 

To: I ICHD) (FBll 

f6i) 


n(ITD) (FBI) 

P^IO. 2005 5:11 PM 


3 ! 




JlTD) (FBI);[ 


]OTD) (CON),{ 




Subject: FW: IG QuesHons Part 

Importance: High 


fITD UCON):r tl TP) (CON); [ 

inW(FBI); r 1 (1 lU) jWI) 


}tD) (FBI); 


'Deadline AbAP 


I;.. 6 
b7'.: 


X 
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luY) (FBI) , , _ 

i(rm ) (FBl) J ntTTD)(FBn;L 


Cc^ 

fren i 1^- rrmwcoNT 

suhietfc MY Field oifi d I svstem ftdministrator Training 


inp) (FBI);L 


llTD^ fFSIlJ 


K) (FBI) 



i..6 

b'?C 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


] 


I received a list of ET's and TA's^babloiiJ^d senttt] f the Technical Personnel Development Branch in 

which you had indicated needed i bvstem /^ iiiiiiijJiiaLUi iuiitina as well as DCS3000 and Advanced 

Voice Box training. ) am responding to thq [System Administrator Training only and am forwarding the 

DCS3000 and Advanced Voice Box trainii^uil lu ll IV Program Staff to address. 


Please confirm whether the entire list needs to haveL^^^^_^stem Admin training, we will be scheduling training to 
be held at the Raytheon Falls Church facility tor foose individuals you identify; 




Thank you 


r 


Ticru Support Contractor @ ERF 
BAE§iigjem^foformation Technology 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


X 


( 69 ) 


OTD) (FBI 


From: 

Sont: 

Cc: 

Subject: 



tTiursqav, 


c 


TtCTU Computer Based Training 


(OTD) (FBI) 

;38 PM 

“TPTD) (CON) 


]0TD) (FB)) 


UNCLASSIFIED 

NON-RECORD 


TtCTU Customer, 

The TICTU has created a computer-based training course for TTAs and CMP technical staff. The course, entitled Switch- 
Based Intercepts using DCS 3000, provides background information otr the technoiogy used to conduct CALEA based 
intercepts as well as basic information on how to use the DCS 3000 suite of applications. 




b7i- 


TICTU needs your help! TICTU needs to conduct a beta test and review before releasing the course to the entire CMP 
community. To this end, we ask you to help us evaluate the training. If you agree, we will mail you a CD with the training 
course and instructions. All we ask is you review the material and fill of tiie evaluation form. TICTU would like to release 
this training to the field as soon as possible (f you can, please submit your evaluation form by Friday, July 21. 2006. 

I f you are unavailable to rev iew this course, dea se let us know. Questions concerning ftiis course review can be directed 
J b t (7Q3) f ] 

Thank you for your help ensuring that we produce a quality training product. 


Thanks . 

I__f 


UNCLASSIFIED 


From: 

Sent: 

To: 

Cc: 

Subject: 


I 


TD) |FBH 




I iT: 


TTSCOras PM 

la 


^TDHFBl) 


(OTD) (FBI) 
CAL^ Numbers 


(FBI) 

_JOTD) (FBI);[ 


](OTD) (FBI);C 


!l:,2 

SECRET//NOFORN " 

RECORD 315 

b7E 


Here are the CALEA numbers for 2006- There are multiple ways to present the Infonnation, The two I chose are: 1 ) new 
lines added in CY 2006, and 2) lines intercepted in CV 2006. 

New Lines Added in CY 2006 


Lines Intercepted in CY 2006 


ALL ILIFOPHATIOJJ COTJTAITIED 

HEREIN ISf UNCLA:53IEIED 

DATE 06-03-2007 65JL79 DHH/TAH/KSR/ JB 


1 



Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 system. The T-50 numbers v«ll 
comletely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap with the DCS-6000 
numbers. 


bi 

b7(. 


DERIVED FROM: Multiple Sources 
DECLASSIFICATION EXEMPTION 1 
SECRETffNOFORN 


[ 


From; 

Sent: 

To: 

Cc: 

Subject; 




D) (FBI) 


|iriT.H:\'JPITI(3WI 


r 


M3ID) (FBI) , 
JOTD) (FBI)J 


(OTD) (CON) 
:26 AM 


FW: GWOT $$; Deadline noon today 


](OTD)(CON} 


Importance: High 


UNCLASSIFIED 

NON^RECORD 


Based on our discussion today, I recommend the following be sent in response ti 


request * 


I believe the intent (s still to use the funding for the purpose originaliy requested; however, the situation has changed. ^ 

GITMO still requires a system and has been going through the process to find internal DOD funding. We proposed a " 

system configuration, which they accepted, but DOD internal funding is not yet forthcoming. They maybe rethinking their 
needs but until they confirm that they have sufficient funding and can meet their requirement, we plan to use this funding 
for the system. 


— Onginal M' 

From; 

Sent: 

To: 

Ca 

Subject: 

Importance: 


le£S|Qfi£;j 




AH ^ __ 
[OTD> (CON);l 
OTD) (CON) ^ 


]0TD) 


]CTD) (FBI) 


GWOT $$; Deadline noon today 
High 


UNCLASSIFIED 

NON-RECORD 


Greetings, 

Attached is how your funding was originally requested for the GWOT supplemental. Please concur via email. If any 
differences, please email them to me by noon today. Thanks. 


2 



1 



UNCLASSIFIED 


UNCLASSIFIED 


[ 


1)TD) fFBI) 


From: | |OTD)(CON) 

Sent: wjonaay, June (», jiuub 10;23 AM 

To: I {FBI) 

Cc: I I OTP) (CON) 

Subject: fW; itAS Briefing SchMule (& Template) 


he-. 

L7(l' 


UNCLASSIFIED 

NON-RECORD 


H 


Here is the ITAB template. When ! l ets in tomorrow, t will see what PowerPoint presentations she has on the DCS- 
3000, DCS-5000 & DCS-6000 and try to incorporate as much as t can. 


Thanks. 


— -Original M 
From: 

Sent: 

To: 

Subject: 


ess^ 




l ao) 

pot 9:55 AM 
KOTO)tCON) 


(CONJ 


RE: TTAB Briefing SdiecJule 


UNCLASSIFIED 

NON-RECORD 




H 


Thanks for your inquiry. 


Yes, the briefing is high-level. The ITAB members are all Assistant Directors - from all FBIHQ 
divisions. 


Attached is the template that the CIO established as the standard for all ITAB briefings. Use this as 
your guide and it is specific about the kind of information requested. 


If you need any further guidance/ assistance, please contact me. 


Thanks again. 


Blackberry* 202 


3 


;OTD) (FBI 


I ■ 

From; 

Sent: 

To: 

Cc: 

Subject: 


[ 


JCGHFBl) 


Tuesday June D6_3p06 12 3B PM 
I -JpTD) (FBdC 

I ritOTDXFBlT 

1 (Otd)(fbi£ 


(OTD) (FBI)I 
RE: ■- 


I CG^ fCON> 
TSDiiCckiJ 


I 


CG) (FBI) 


3 


b6 

UNCLASSIFIED ^ 

NON-RECORD 


1 recetvedword today that the WRA has a T-1 available for a T-llI that couW be coming as soon as July. Chicago 

can supply workstations for the test and leave a couple out there for the T-lll. How long does the testing take? We also 
have a T-1 out to RRA if you want to do some testing out there. 


IZZI 


— Qriqirtai Message — 


Sent: 

To: 

Cc: 

Subject: 


If OTPl (FBI) 
lucscav. wavjuTiOOeg: 


AM 


-—PJXB 
JCOTO) {FBI)|_ 


ibqT 


](rrD) (CDN^ 


rrriN^ 


JJTO) (FBI):|_ 


](OTD)(FBI) 


UNCLASSIFIED 

NON-RECORD 


[ere is what I have so far for Chic^o to be a test site for remote VoiceBox, we will need to move quickly for 

LUllipienon by the date we discussed earlier. 


Discussed installation date of VoiceBox equipment and initial test. Begin on Monday July 10th. 


Desired location is 


Jas a second possible location. 


Iwith I las a secona possioie location. r- ^ 

to:-: 

Circuits would need to be r^erational before this time. Chicago may work with our DCS3000 lab in acquiring circuits if ^.7, • 
desired. ^ ^ 

I belie ve that vou inf ormed me that Chicago does not have a circuit to the! [at this time but may still have one 

for the| I ’ * 

I was aEOTOfTTSCrthat Chicago would pay for the circuit to each location. The desired circuit for each would be a full 
T1. 


You had mentioned that the circuits would be temporary and only for the operation of the specified case that the office 
will work. With the remote setup the drcuit wrxild need to remain up as long as case review was needed at the RA or 
the case could be processed at the Chicago FO once monitoring was over and a circuit discontinued. 


Will Chicago be able to supply the AWS workstations from the FO to the remote sites for this test? 

I believe we had mentbned 4 AWSs for the remote site. ERF would also add a remote site repository machine with 
CDR capability and a printer. 


Looking forward to your response. 

I ^ , 

Desk- 703l 
Cell - 202-1 


UNCLASSIFIED 


8 



From: 

Sent: 

To: 

Cc: 

Subject: 

Importance: 


rOGC) (FBI) 

I JdA£ Ub. ^Ufi6 12:31 m 

I 'ifOTDWFBII , If 

I I fOGCI fFBli I 

FW: Urgent request-DAG short-fused PIA tasking 


)TD) (FBI); 


NON-RECORD 


Forwarded FYi in view of 


ut-of-cffice response. 


From : I I ( OTD ) (FBI) 

Sent: Tuesday^ June 06, 2006 11:50 AM 
TO: | ~~| tOGC) (FBI) 

Sub^ject: Out o£ Office AutoReply: Urgent request-DAG short- fused PIA tasking 


I am currently out 
Acting unit Chief 


E ice fo 
at 702 


Ple^ 
it 703; 


TICTU 


— Original Mes 

From; 

Sent: 

TOI 


tOGC) (FBI) 
[D6il:49AM ^ 
3tJ})(Fei)f 
3B&LMARaj? 

ETrra]);^3 


raisi fFBii 


KaiS) (FBI); 


SuDJoct: 

Importance: 

UNCLASSIF 


NON^ECORD 


Hlais)fFBnl 

l OGCl fFBlII 
FW: Urgent request-DAG : 
High 


JIS) {FBI| 


This is a follow-up to my e-mail below (and to yesterday's e-mail from GC Caproni to ADs.) , which resulted in you folks 
being identified as the likely ticket holders for this action (due Friday). 

This is taken from a list provided me— I apologize for any misspellings Also, if you're not the right person, please contact 
me ASAP to dime out who is. 


I win try to contact you by phone later today, but please feel free to call me first if you'd like 1202-324- 1 I As detailed 
below, actions require completion of at least one and maybe more Privacy Impact documents for the following systems for 


wtiich I understand you are the POC. (I assume ttie ISSO probably has primary ticket, but this would be for ISSO and 
owner to work out.) 


Chemical Network: ISSO: [ 
CJISWAN: ISSO: I 


^ystem Ow ner: [ 


]system Owner [ 


T 


] 


Data Collection System 3000: ISSO: Q 
Financial Management System: ISSo[ 


] /System Owner: [ 


] 


]/System Owner: AD Perkins 




Field Office Integrity Security System ISSO: ?? (DAD Thomas) /System Owner: AD Haynes (Marcus, I’m sending to you , 
with request you ID ISSO or POC.) * ' 


lAFlS lSSO:r 


L 


1 /System Owner: C JIS (Note; Please coordinate with I 
I who are already involved.) 


LEO 


1SS0:[ 


Jystem Owner:[ 


]al30 1 believe^ 


]is involved in PtA). 


XTS300 Controlled Interfaces lSSO:[ 


help identifying POC since I didn't find any address for 

Original 


lSystern_Qwng£ 


T I’m sending to you for 


J 


Sent: 

To: 


Cc: 


Subject; 

Importance: 



urgent request- 
High 


UNCLASSIFIED 

NON-RECORD 


This requests the assistance of the "l o" addressees to meet a short-fused, very high-visibility DOJ tasking that 
the FBI received yesterday. The tasking relates to requirements by DOJ (passing down requirements by 0MB) 
that agencies must on a quarterly basis certify 90% completion (for all FBI systems) of Privacy Impact 
Assessments (PIAs) required by Section 208 of the E-Govemment Act (E-Gov). To meet the two deadlines 
imposed by DOJ, we will need completed inputs by affected divisions by 6/9 and 6/2 1 , as described below . 

The FBI has been doing our own PIAs for years, and we have known about the changes looming under E-Gov 
for many months. We have, however, been long awaiting specific implementation guidance from DOJ, which 
has only just moved to resolution with the very recent arrival and identification/assumption of responsibilities of 
DOJ’s new Chief Privacy and Civil Liberties Officer (Jane Horvath), This culminated in the 5/30/2006 DAG 
memo which we received yesterday (TRIM 06/DO/3020) directing the FBI to focus on the 28 FBI Law 
Enforcement systems on the FBI’s 2006 FISMA inventory (see attached). 



HSMA_^LE_Spreads 
heet (version 

OGC remains responsible for coordinating Ihe PIA process^ and we are doubling the OGC personnel assigned to 


1C 


P.P.S. I apologize for activating the read*receipt function for this e-mail, but I need to be able to send this to an alternate in 
case a primary recipient appears to be out of the office for an extended period. 


Senior Assistant General Counsel 
Administ rative Law Unit, OGC 
203-324-C^ Room 7338 JEH 


UNCLASStFlEP 


UNCLASSIFIED 

UNCLASSIFIED 


UNCLASSIFIED 


IZZ 

From: 

Sent: 

To: 

Cc: 


t>TP) (FBI) 


[ 


loTD) (FBI) 

Aft/I 

i (CG)pBt^- 

I on 


(OTOHFBit 


mw 


1cn\ (com 

JtTD) (CON); r 


UNCLASSIFIED 

NON-RECORD 


^miHpii 


here is what I have so far for Chicago to be a test site for remote VoiceBox, we will need to move quickly for 
ition by the date we discussed earlier. 


Discussed installation date of VoiceBox equipment and initial test Begin on Monday July 10th. 
Desired location is I Iwith l fe s a second possible tocation. 


lb 2 
b6 
h/K: 


Circuits would need to be operational before this time. Chicago may work with our DCS3000 lab in acquiring circuits if 
desired. . 

I hpiipw that uni j informed me that Chicago does not have a circuit to the I | at this time but may sbll have one for 

th j 1 

I was also intormed that Chicago would pay for the circuit to each location. The desired circuit for each would be a full T1, 
You had mentioned that the circuits would be temporary and only for the operation of the specified case that the office will 
work. With the remote setup the circuit would need to remain up as tong as case review was needed at the RA or the case 
could be processed at the Chicago FO once monitoring was over and a circuit discontinued. 


Will Chicago be able to supply the AWS workstations from the FO to the remote sites for this test? 

I believe we had mentioned 4 AWSs for the remote site. ERF would also add a remote site repository machine with CDR 
capability and a printer. 

Looking forward to your response. 


'Ueik- /UJ 
Cell - 202I 


Z2 



From: 

Sent: 

To; 

Subject: 


TD) (FBI) 






r kOTDHFBI) 

'hW; ucy-juuu * 


J5TD) (CON) on behalf of 
11:00 AM 


1 


(FBI) 


UNCLASSIFIED 

NON-RECORD 


FYI from| |e-mail. 


I 

OTD/ESTS/TICTU 

I 


ALL lUFORIIATIOM COHTAIHID 

mmiU 15 LIUCLASSIFIED 

DATE 06-13-2007 BY 65179 dmh/ksr/»iJc 


— Original Me 

From: 

Sent: 

To: 

Cc: 

Subject: 


I I SecC 




lecD) (FBI) 
I? PM_ 


(beCU)(UJHjf 
DCS-3000 ^ 


jcofTO) {FBiT 

IfSecDUFBO 


(been; (fw) 


UNCLASSIFIED 

NON-RECORD 


](CfTD) fFBI) ^~ 
~~^6 cD) (C0N){ 


]secO){FBD;L 

^(OTD) (F 


ic j-ha tifrlAaH 


1 


documentation for the DCS-3000. For additional information contact eithei 


[ 


DCS-3000 Tier EC 
Q5012006.wpd ... 


UNCLASSIFIED 








Here is SBIT's response to restoration/enhancement of funding. 


Agent 

Telecomm unicaticns Intercept and Collection Technology Unit (TICTU) 
Electronic SoiveilJance Technology Section 
Operational Technology Division 
Quantico. Virginia 

703 I 


Original M 

From: 

Sent: 

To: 

Cc 

Subject; 



SENSITIVE BUT UNCLASSIFtED 
NON-RECQRD 



2) The TICTU requires $500k for the upgrade of DCS 3000 server machines The DCS 3000 server machines are 
aging and require upgrade to 

provide reliable data storage. These machines are installed in every FBI field office and require 24/7 operational 
readiness for support of both Titie III 

and Title 50 CALEA based Etectranic Surveillance (ELSUR). The failure of these machines will result in the loss of 
collected data and intelligence. 



SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


X 


( 3 ) 


From: 

Sent: 

To: 

Cc: 


kOTD) (FBI) 

aL19. 2006 12:53 PM 
□iDTO) (FBI) 
^{OTDHFBI) 


UNCLASSIFIED 

NON-RECORD 


Below is my best estimate of what they are asking for. We have a large number of DCS 
3000 computer 

that use Windows 2000 Pro or NT. This is denoted in the “MS Other" column. Hope this 
helps. - 


Report of non-networtted IT CPUs at OTD with MS software 


MS Office MS Project MS Visio MS Other 



Desktop 


Laptop 


Server 



From: 

Sent: 

To: 

Cc: 

Subject: 


□(OTDHCON) 
ros 12:42 PM 
PTDHFBI) 
l(OTD) (CON) 


:: I ranter or Mnds 


UNCLASSIFIED 

NON-RECORD 


This is o transfer into TUCTU's account. It belon 9 S t 


OTTt/eSTS/TTCTU 

703P I 


— OrtginaJ Messai^e — 


X 


(4) 












[HZ 

From; 

Sent: 

To: 

Cc: 

Subject: 

Importance: 



Vd) (FBI) 

I (CON) 

Monday AnriM7 2QQ6 11:52 AM 

I l^mnWFRI^ ^ 

I r OTD) (F^ lOTD) (CON):[ 

TTBH ' ' 

FW: DTP question from Dl; Due ASAP 
High 


]OTD) 


L-' b 

UNCLASSIFIED t' 

NON-RECORD 


Hope this helps. Please let me know. 



— Original Messa 

From: 

Sent; 

To: 

Cc: 

Subject; 


E 


^ [•] iL< ■ Wi 


| gTD) (CON) 

77556 11 


10:24 AM 
JCOTD) (FBI) 


|OTO) {CON):J“ 


RE: DTP question from DI; Due AsRF 


UNCLASSIFIED 

NON-RECORD 


Here's the draft. 


JOTD)(CON) 


— ^Qrigir>al Message 

Rroms ■ ~I OTDl (FBI) 

Sent; am 

To: j 

Oc: ■ B T01 (CON) 

Subject: OTP qtiestion from Dl; Due ASAP 

Importance; High 

UNCLASSIFIED 

NQN-RECQBfl 


Greetings, 

I 1 1 left you a voice mail a few seconds ago. Below is a question from Dl. Please answer and reply ASAP, as Dl 
will be briefing their AD this afternoon. Thanks. 

1) RE: The DCS-5000/DCS-6000 request - DTP requests 14 new positions. We are concerned that external oversight 
from DOJ and 0MB is going to question so many new positions. Why are so many additional positions required 
especially given the fact that the program is seeing a diminishing trend in the number of systems deployed. We 
understand that those systems in the FY200 1/2002 timeframe are near the end of their life cycle and will need to be 
replaced but oversight might say replacing a system should be no more difficult than installing one. 

There has been a heavy reliance on contractor support since the inrtfatfon of this project. While the benefits of being 
able to hire speciftc, technical expertise as required has proved to be efficient, a hard lesson learned is that contracted 
support IS only as good as the funding stream that supports it. Since FV2003. base funding for TICTU has decreased 
from $41 02M to $26-09M due to permanent rescissions, realignments, and reallocations. Concurrent with the 
decrease in funding was a significant increase in the number of systems requiring deployment, upgrade, and 


30 


( 5 ) 



maintenance - 126 Title 50, 97 Title III systems, and 56 DCS-SDOOs. Although the number of systems has decreased 
since the initial deployment, the desired government-provided workload required to support them has never been 
reached - hence the reliance on contractor support. The primary maintenance capability that provides on-site field 
support, provided by the Dedicated Contractor Support Program (OCSP), ts scheduled to be downsized by 30+ 
personnel in FY 2007. TICTU must continue to supplement field assets with maintenance capabilites to sustain 
collection capabitities. This supplement is best provided by government personnel who are a more stable and cost- 
effective resource. TICTU requires the additional personnel to ensure that the effacacy (reliability, availability, and 
maintainablity) of digital collection capability is not diminished, as well as, ensuring that the FBI is on sure footing with 
the right skill sets to migrate to the next g&ieration on digital collection systems, i.e., regionalization. 

TICTU has been, and continues to be, asked to do more with less. The requested personnel is necessary to help 
offset the impact of funding decreases. 


UNCLASSIFIED 



NON-RECORD 


Below shows what's remaining per project: 
&CS600Q 

Equipment: 573000IC 

bblOlIC $79,000 (In the process of adding w/s's) 


b6 

b:'C 


Services: 5525-6JW 
D6202 $500,000 (set aside fo; 
may need it?) 


does he want me to decreose the line by half and give it to someone who 


06203 $33,171 (AQC - Front desk - MOD in process) 


DCS5000 

Equipment: 573(W0IC 

05101 $1,937,674 (This is for Raytheon equipment) 


Software AAointenonce: 5-2520IC 
05202 $304,747 


X (6) 





UNCLASSIFIED 


The transfer is complete. Vou now have an odditional $402,299 in your IC equipment line. This includes the TXCTU fc 7c 
training balance of $11,245 and the $391,054 of your remaining equipment maintenance funds (which is now 0.) 

Please, spend spend spend! Your balance is now $1,937,673.72 - not included arc Raytheon ($1.??) and TCAU/SBIT 
Circuits ($BK), 

In addition you hove the $304,747 of SW moint., $123,218 of Prof 5erv„ os welt as $88,961 of P4tS. 




Subject: FW: Transfer for DCSSOOO 


X 


( 7 ) 


Please forward to 


The cost of hardware, software, encryption equipment, m dntenance and the development work f or the interface 
to the trilogy network or other FBI IT infrastructure for th | S ystem is unsure at this time. I 

system is currently configured as a stand alone collection system and does not interface with any outside 
network. Best approximation would be $ 1 ,000,000 per year. 


ITD, 

703 





h '^C 
bT^ 


— Originai M 

From: 

Soot: 

T^3 

cc 

subject: 


Ies5^ 


3 


:OTD) (CON) 


TTHjrsdav. March 23, 2006 3:58 PM 
— TiOTDH FBl)ET^ 

^Tw^nrrTofnwEio^wquest - Needed by Friday 3/24 


IfOfTD) (FB nl 


](0TD) (CON) I K OTO) (CONT 


SEMStTrVE BUT UHCLASStFIED 
NON-RECORD 


loTD) (FBI); 


I lU I U IbtOVidin^ Ine following in formation regardin g your IT information Request. Included in the 
chart below is the DCS-5000 input. | I nput (SBIT) is also included below in red. 

Please let us know if you need additional information . Thank you. 

(1) The table below provides the estimated project costs to interface ttie DCS-5(K)0 to Trilogy, 

DCS-5000 Project IT Costs 

System components (WAN) 

Networking equipment 
Encryption equipment 
Network maintenance/control* 

Software development 


$ 388,000.00 
$3,337,000.00 
$ 814,000,00 
$ 250,000.00 
$ 153.000.00 
$4,942,000.00 


•Recurring cost 

Amounts arebasejjjQ_Qg[^n numbers of networking equipment and costs 
provided by| (for 82 systems in field offices and resident 

agencies. ' ' 

(2) SBITs Input from| | 

The cost of the hardware, sottwifi, and the development work for the interface to the Trilogy network or other 
FBI IT Infrastructure for the DCS-3000 system is approximately $750,000 per year. The majority of this cost is for 
hardware (e.g. routers and other netwoilcing eaui nmenitl. The DCSnet costs are approxinurtely $500,000 per year 
if you include the IP service contract we have elaborate on this tot^ if needed. 


IT^7PgTC 

■ 


TTTTTf 


r 


70 


( 12 ) 



Cc [ 




iii'ATidiUI 


IfOTP^ fFBtr 


Sut^ect: 


JaTDHFBl); l l (OTDHFBI) 


loD) (FBiC 

□ (FTD) 

i-i I 


IT Informatiofi Request - Need® oy i-naay Sjm 


SEWSITtVE BUT UNCLASSIFIED 
NON-RECORD 


1 


OIDl 


JtD) CF8I); 


Marcus Thomas has asked ttiat we determine the cost of die IT portions of the OTD collection systems listed 
on the OCiO master list of systems, applications, databases, and networks. For the systems/projects listed 
below, please determine or estimate as best you can the cost of the hardware, software, and the development 
work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the 
funding of National Security Systems that are not truly IT from IT systems, databases, applications and 
networks. Please provide an estimate by Friday 3/24. 

EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet {CALEA transport) 

CARTSAN - IT Interface 
i£4GX£ami^ of Systems 


uenirai Monitoring Plant Network 

Central Monitoring Pla nt Systems Operations Center (CSOC) 


Thanks, 


] PE, PMP 


Electronics Engineer, Program Management Office Manager 
ELSUR Managerr>ent Technology Unit 
Electronic Technology Section, OTD 

Phone; 7031 
Cell; 

Fax: 


I II I ^ 

; SuiveilLanfie ' 
7oi|_ 


SENSITIVE BUT UNCt-ASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


X (15) 



SENSITIVE BUT UNCLASSIFIED 


From: 

Sent: 

To: 

Cc: 


Subject: 


](OTD) (FBI) 


I |O TD) (CON) 

I Mifsaav. S*p 06 3:S8 PM 

■I I - 

I biuwmn l OTDMCONf 

\ If OTDWCONI ' 


IfOTD) fFBlI: 


] 


FW: IT Information Request - Needed by Friday 3/24 


It. 6 


SENSITIVE BUT UNCLASSIFIED 
NON.RECORD 


I 

TICTU is providing the following inf ormation reoardin o your IT Information Request. Included in the 
chart below is the DCS-5000 input. | Input (SBIT) is also included below in red. 

Please let us know if you need additional imormation. Thank you. 


(1) The table below provides the estimated project costs to internee the DCS^OOO to Trilogy. 


DCS-5000 Project IT Costs 

System components (WAN) 
Networking equipment 
Encryption equipment 
Network maintenarce/conb'ol* 
Software development 


$ 388,000.00 
$3,337,000.00 
$ 814,000.00 
$ 250,000,00 
$ 153.000.00 

$4,942,000.00 


*Recurring cost 


Amounts 
provided b1 
agencies. ' 


,pn numbers of networking equipment and costs 
pofQ systems in field offices and resident 


(2) SBIT's Input fronrT 


] 


The cost of the hardware, software, and the development work for the Interface to the Trilogy network or other 
FBI IT Infrastruchjre for the OCS-3000 system is approximately $750,000 per year. The majority of this cost is for 
hardware (e.g. routers and other networking equloQisnJjj_T[)s_QCgnst,c approximately $500,000 per year 

if you include the IP service contract we have witi f ^ an elaborate on this topic if needed. 


ITD /ESTS7T1CT U 

7Q j _1 


ib6 

b7C 

hlF, 


— -Origmal Message — 

From: | 

Sent: 3QQQ 

To: I 

Cc: 

Subject: 


J (OTD) (FBI) 
6 U:3BAM 


IJi, iUTO 11:^ 
JfOTD) (FBI);! 


JOTD) (CON) 

RE: rr Information Request - Needed by Friday 3/24 


J(OTD) (FBI)C 


30TD) (CON) 


SENSITIVE BUT UNCLASSIFIED 
NON-RECQRD 


( 16 ) 



The cost of the hardware, software, and the development work for the interface to the Trilogy network or other FBI IT 
infrastructure for the DCS-30O0 system is approximately $750,000 per year. The majority of this cost is for hardware (e.g. 
routers and other networking equipmentl. The DCSn^ costs are approximately $500,000 per year if you include the IP 
service contract we have wit j | can elaborate on this topic if needed. . 

□ i' 

— Orig inal 

From: I t OTO^ (FBI) 

Sant; Thursdav. March 23, 2006 3;SS AM 

TO! I l OTP-) (FBI) J I 3TD) JOTO) (CON) 

Cc: I pnS) (CON) ' * 

Subject: ' HW M inronnSratJTt^equest - N^ed tv Friday 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


To All, 

Doe to the move, please provid d 
the data to send it to the front office lat^ this afternoon 


Jwith all submissions no fater than 3pm today. 


and I will gather 


I the DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent 

over an IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is 
an IT cost for the 60(W and DCS-NET, can you include that number (and notation) with your estimate? Thanks, 


I 1 

— -Original — 

From: I I moi (CON) 

Swt: Tl-Yursdav. March 2 3. 2006 8:14 AM 

To: I T (0TD) (Ffll) 

Subject: ^ff^^nFoHilafion Request - Needed by FrWaiy 3/24 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


b6 

t7C 


a We should try to complete this task today because tomorrow many of our Trilogy machines 
disconnected by 2 pm. Thanks. 


I I 

ITD /ESTS/TICTU 
7Q3| I 


to 6 
b7C 


— Original Message — 

Frorns 
Sent: 

To; 


Cc; 

Subject: 


I bTD) (FBI) 

■ UUiiUliatJJV.H]^rch 22.2006 10:57 m 

1 ItCTTD) CFBDlZI^ 


_hiDi 




pW: it inrormaaon Request ' Nceoed D/ frkfe^/24 


Jnmiwll 

73/24 




3 




TlTq^ (FBI)r“ 
fOTD)ffgir 


D( 0 TD) 


jrro) (CON) 


SENSmVE BUT UNCLASSIFIED 
NON-RECORD 


P\s see below. 


c 




3Le 


X 


T^tecommunicatiofis intercept and CoUecUon Technology Unit (TICTU) 
ElecUonic Surveillance Technology Section 
Operational Technology Division 

I 


-Original Me 


Sent: 

To: 

Subject: 


3>TD)(FB0 

3 ml, 2006 9:28 AM 
D) (FBI) 

n Request * Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


This is tied primarily to future requests for money, 300 exhibits and requisition in FY07 and forward. However, the cost 
of each system shouW be looked at so we can determine our investment and support needs that are truly IT. We 
would like to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, 
operate remotely over an IT system, prepares data to be sent over/to an IT system). 

I know this Is a little vague but we need an estimate with some basis behiond it 


Original I 

From: 

Senb We 
To: 

SiibjoceTIE: 


JTD) (FBI) 

^rch 22. 2006 9:14 AM 
“^0) (FBI) 

lauon Request - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I p CTU personnel have asked that you specify what time period you are inquiring about, as well as defining 
'Wfiai ytw consider IT to be. Are you asking about costs from the Inception of projects that could date back years, 
or something else? Thanks. 


Tofecommunicaticns Intercept and Coflection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico. Vtroinia 

TOi I 


— Original Message — 

From; | tO TD) (FBI) 

To: I rOTD) fFBn: ■ 


Subject: 


yru) (FBIj 


FT Information Request - Neede 


lap) (FBn 
□(ITD) (? 


DTD) (FBI); 


NON-RECORD 


Marcus Thomas has asked that vye determine the cost of the IT portions of the OTD collection systems listed 
on the OCIO master list of systems, applications, databases, and networtts. For the systems/projects listed 
below, please determine or estimate as best you can the cost of the hardware, software, and the development 

^ ( 18 ) 


I 


work for the interface to the T rilogy network or other FBI IT infrastructure. This will help us separate the 
funding of National Security Systems that are not truly IT from IT systems, databases, applications and 
networks. Please provide an estimate by Friday 3^4. 


EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 ' IT Interface 
DCSNet {CALEA transport) 
CARTS AN - IT Interface 


of Systems 


Central Monitoring Plant Network 

lant Systems Operations Center (CSOC) 

Thanks, 



\PE, PMP 


Electronics Engineer, Program Management Office Manager 
ELSUR Management Technology Unit 


Electronic 
Phone: 70 
CeMi 
Pax: 



b:: 

bG 

b-vc 

b't: 




X 


( 19 ) 



The cost of the hardware, software, and the development work for the interface to the Trilog/ network or other FBI IT 
infrastiucture for the DCS-3000 system is approximatdy $750,000 per year. The majority of this cost is for hardware {e g. 
routers and other networking equipment). The DCSnet costs are approximately $600,000 per year if you include the IP 
service contract we have with| |can elaborate on this topic if needed. 



X 


(20) 



— Original 

From: 

Sulqect; 




JtOTD) CFK) 


Tuesday. H ardi 21, onn^a ii pm 
lcm\ 




1 


(IDIUOI 




loTOHFBlC 


noTBimc: 




(FBI) 


IT Information Request - Needed by Friclay 3/24 


JTD) (FBI) 


V -ijC 
(iTDHreni 


\mn\ rPRi^f 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


, I flTD) 

__|0TD) (FBI); 


Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed 
on the OCIO master list of systems, applications, databases, and networks For the systems/projects listed 
below, please determine or estimate as best you can the cost of the hardware, software, and the development 
work for the interface to the T rilogy network or other FBI IT infrastructure. This wilt help us separate the 
funding of National Security Systems ftiat are not truly IT from IT systems, databases, applications and 
networks. Please provide an estimate by Friday 3/24. 

b 2 

EDMS - IT Interface jk,; 

DCS 6000 - IT Interface r. ' 7 , 

DCS 3000 - IT Interface j^b;, 

DCSNet (CALEA transport) 

CARTSWJ - IT Interface 
CART Family of Systems 


Central Monitoring Plant Network 

Central Monitoring Pla nt Systems Operations Center (CSOC) 


Thanks, 

I |P£ PMP 

Management Office Manager 
ELS UR Management Technofogy Unit 
Electronic Technology Section, OTD 

Phone: I 

Celt: 202I I 

Fax: 7C3-I I 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSmVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


X 


(22) 




\ 


— -Origirol 

F«m: I If CfTD^ (FBI) 

Sent: W£(lflfi3lfliJ(1arch 22, 2006 9:28 AM 

To: I |(OTD) (FBI) 

Subject: TFTnHBJFmation Ri^u^ * Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


I I 

bf: 

This is tied primarily to future requests for money, 300 exhibits and requisrtion in FY07 artd forward. However, the cos^j-c' 
of each system should be looked at so we can determine our investment and support needs that are truly IT. We 
would like to know the cost of the part of each system that is IT {that allovre our collection systems to connect to trilogy, 
operate remotely over an IT system, prepares data to be sent over/to an IT system). 

t know this is a little vague but we need an estimate with some basis behiond it. 


From: 1 

Sent: ^ ^ 

To: I D TP) (FBI) 

Subjecx; RE: IT information R^uest - Needed by Friday 3/24 




pro) (FBI) 

arch 2|. 201)6 9:14 AM 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


a lCTU personnel have asked that you specify what time period you are inquiring about, as well as defining 
u consider IT to be. Are you asking about costs from the inception of projects that could date back years, 
or something else? Thanks. 


r 


^ge 


supervisory special Agent 
Tetecommunications Intercept and Collection Techrokogy Unit (TtCTU) 
Electronic Sufveillence Technology Section 
Operational Technology Division 
Quantioo. Virginia 

™TZ__I 


b: 

vy 


— Original Mi 

From: 


ft 


less^ 


|Q8— 




7^ 


](OTD) (FBI) 

K ) 21, 2 006 4.-Ji m 

UEB)CIZ 


Cc:t 


Sub>ecfc 


T 


ilOlU-Jf 


^ioTD) fFBDl 


loTP-) rFBlf 




nr Information Request - Needed By hfifl&y J/ lA 



J) (FBI);[I 

:no) (f^T 


In'm'i tfRir" 


Ison 


i rn?) 

}td) (FBI); 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed 
on the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed 
below, please determine or estimate as best you can the cost of the hardware, software, and the development 
work for the interface to the Trilogy network or other FBI IT infrastructure. This virill help us separate the 
funding of National Security Systems that are not truly IT from IT systems, databases, applications and 

X 


( 23 ) 


networks. Please provide an estimate by Friday 3/24. 


EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet {CM.EA transport) 
CARTSAN - IT Interfece 


CART Family of Systems 


Central Monitoring Plant Network 

Central Monitoring Plan t Systems Operations Center (CSOC) 

I n 

Thanks, 


Electronics Engineer, Program Management Office Manager 
ELSUR Management Technology Unit 
Eieotronic Technofogy Sectron, OTD 

Phone: 7o a 
CeH: 20 

Fax: 70 



SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUTONCLASStFIED 


SENSITIVE BUT UNCLASSIFIED 


SENSITIVE BUT UNCLASSIFIED 


1 (OTD) (FBI) 


From: 

Sent: 

To: 


Cc: 

Subject: 


I bTD^ (FBI) 

Marrh 0? 9nftfi 10:57 AM - 

lOTDIfFBDf 


jb 

h 








l/OTDl fFShF 


1 


TipTD) (FBI)I 


irOTB 


I fOTD) (CON) 

FW; IT Information Request - Needed by Friday 3/24 


■) (FBi) r^ 


J(OTD) (FBI): 
](OTD)(FBI): 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Pis see below. 


Supervisorv Special Agent 

Telecommunications intercept and Coliection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 


Qua: 

to: 


iroima 


X 


(24) 


— Origiral Messagg;^ 

From; [ 

Sont: 

To: r 

Subjoct; 


V/3 iT^iFEfMi 


t roi (FBI) 

lartii 52, 2006 9:28 AM 


lOTD) (FBI) 

HET^nWfSflRltion R^uest - Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


IZZI 

This is tied primarily to future requests for money, 300 exhibits arKl requisition in FY07 and forward. However, the cost of 
each system should be looked at so we can determine our investment and support needs that are truly IT We would like 
to know the cost of the part of each system that is IT (that allows our collection systems to connect to trilogy, operate 
remotely over an IT system, prepares data to be sent overrto an IT system), 

I know this is a little vague but we need an estimate with some basis behiond it 

^ Ttianlj s 


— Original 

From; 

Senb 

To: 

Subject: 


Message — 


weonesaav. Mardi 22, 2006 9:14 AM 

I ~^ gTD) (FBI) 

RE: IT information Request ' Needed by Friday 3/24 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


Q TICTU personnel have asked that you specify what time period you are inquiring about, as well 
pnstder IT to be. Are you asking about costs from the inception of projects that could date back 
something else? Thanks, 


as defining what 
years, or 


[ 


I 

TOpSTOSSiySpSIHSPAgenl 

Telecom mu nicationa Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Techrvology Division 
Qu antico, Virginia 

r 


bx: 



SENSITIVE BUT UNCLASStRED 
NON-RECORD 


Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on 
the OCIO master list of systems, applications, databases, and networks. For the systems/proje^s listed below, 
please determine or estimate as best you can drie cost of the hardware, software, and the development work for 
the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National 
Security Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an 
estimate by Friday 3/24. 

X 


I 

L 


(25) 



EDMS - IT Interface 
DCS 6000 - IT Interface 
DCS 3000 * IT Interface 
DCSNet (CALEA transport) 
CARTSAN - IT Interface 


iiy of Systems 


'itoring Plant Network 

itrtrin/i Dignt Systems Operations Center (CSOC) 


Thanks, 


I pe, PMP 

Mana98nrianl Office Manager 
EL3UR Management Technology Unit 
Electronic Technology Section, OTO 

Phone: 7Q 1 1 

Ce/f: 203 I 

Fax; 703 I 


bu 

b >c 



! 



I p lease coordinate a response to | | 

All, Pl ease see below message and ascertain your costs associated with the listed systems/projects. Please provide this 
info tol Iby Thursday, 3/2Z/06. 


Please assistj 
iry. Thanks. 


ith a coordinated response tof 


Jote deadline of 3/24/06. Reminders as 


oupenisbry ;»peciai Agent 

Teiecommijnfcations intercept and Coitectron Technology Unit (TiCTU) 
Electronic SoAfeirranoe Technology Section 
Operational Technology Oi vis ion 
ia 

7or 1 


X 


( 26 ) 


— Orig^ra^ 

From: 

Sent; 

To; 

Cc: 

Subject: 




loTO) (FBI) 


Marrh ?1 . Jntlfi 4:11 PM 



JTD) (FBIl 

.. (OTD) (FBI)1 


CfTD)I£BIl£ 
>) ffnjl 


I OTP) (FBu£ 
JiAViuti im fFBta 


rr Information Request • Needed by Friday 3/24 


2 OTD) (FB1)| 
ItOTO) 


T 

(fter 




IpTDXFBOf 

nf,arei,-,\ 


SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


| (np) 

](OTD) (FBI); 


Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the OCIO 
master list of systems, applications, databases, and netwo-ks For the systems/projects listed below, please determine or 
estimate as best you can the cost of the hardware, software, and the development work for the interface to the T rilogy 
network or other FBI IT infrastructure. This will help us separate the funding of National Security Systems that are not truly 
IT from IT systems, databases, applications and networks. Please provide an estimate by Friday 3/24. 


EDMS - IT Interface fc2 

DCS 6000 - IT Interface ^ 

DCS 3000 - IT Interface 

DCSNet (CALEA transport) )i • ' e 

CARTSAN - IT Interface 
CART Family of Systems 


uentrai Monitoring Plant Network 

K/irtnHrtrinn Plan# Systems Operations Center (CSOC) 


Thanks, 


]PE, PMP 


Electronics Engineer, Program Management Office Manager 
ELSUR Management Technology Unit 
Electronic SuaeiUaiuATechnology Section, OTD 
Phone: 

Cell; 2021 
Fax: 


I ■ I 


SENSITIVE BUT UNCLASSIFIED 
SENSITIVE BUT UNCLASSIFIED 


X (27) 



UNCLASSiFlEP 

NON-RECORD 


1 believe below would be your unit's ceil. 
Please advise. 

Thanks. 


Program Manager * Enterprise Oj^rattoiu $«rvicet 

Elsur Technology Managemeni Unit (ETMU) 

Electronic Surveillance Technology Section (ESTS| 
Operational Technology Division (OTD) 

ERF, Quantico, VA 
Tel: 54t\ I 

Fox: 5l- L 

Pager: I 


— Original Messag 

From: f 

Sent: 

to: r 

Cc: 1 

Subject: 

UNCLASSIFIED 


K OTO) (CON) 
5:20 PM 
pTO) (FBI) 

I (rro) (CON) 
3seTRole-Based Training 


Even with the extension of time to complete the training assodated with being a privelaged user, we should probably 
identify which systems need to have the privelaged user Ruels of Behavior (ROB) created for. As I see it t here are 
primarily three systems that are supported by die DCSP that each should have a ROB form. They are the I I 

System (DCS5000) the Voice Box System (DCS6000) and the OCS3000. My understanding is that each ot these wiiioe 
accredited at an enterprise level such that the system in Albany and the system in Portland both fait under a single ROB. 
But the three separate type of system each require their own ROB. So each system administrator wifi fill out three ROSs. 

The form on the Security oaoe l l> nlv has a 

g^eric Rules of Behavior form that requires system name entry. To avoid confusion, ) would recommend that TICTU 
identify how they want the system names to appear on the ROB. I believe ttiat since each system is acredited seperatly 
that a unified "ELSUR Systems" ROB would not be in order. 


X 


( 28 ) 


ring.... 

Tentatively speaking, week of 27 Feb. We’ll give a definite date after I speak with Ken to check his 
schedule. 


Thnx, 

-ca 


Orioinai Mgfsaog 

Pram: | JlY) (FBI) 

Sent; wwirtMoav. hPnni&v IS. 2006 1 IjPfiAM ■ 

TO! ■ (FSpl^ Km fFPl) , 

Cc: I I (OTD) fF CT t NY) fFB!): ! (FBI) 

Subject: RE: RW upgrade arxi CALEA 

Importance; High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


[ 


] 




I am fofwardir>g this message tol bnd l b get some of the answers for yo u4 |s 

The DCS-3000 is now in the Shield, it is probably about 150-200 feet between the uca-dOC 


s on Vacation till 

2/20, The DCS-3000 is now in the Shield, it is probably about 150-200 feet between the U(Jb-3U00 and RWl and 
RW2. What we can do is run a longer CATS from the port and move the DCS-3000 closer to RWl and RW2 so you 
can order two SO ft cables. R W3 is in NJ. What we wilt probably need to do is get an additional DCS-3000 for our NJ 
site where RW3 is. We can creat d get die info out there. Also, it would make good 

sejisftioJi^ve a DCS-3000 out there for contingency purposes, you will need a 50 ft. cable for out there too. 

t will be ordering a static DSL line into the Shield in the next couple of days. I got authorization to put it under 
our covert Title III account. 


Thanks for the help. 



work: 

cell: 


Squad 
21 
917 


h.:\ 

h6 

b7t: 


From: I 
Stint: 


]{OTD)CFBI) 


I 


warinccriav Pohmam 15, 2006 8:46 AM 
IfMYl fFBn 

JOTO) (FBlJ_ 


To: 

CC! 

Subject: FW: RW upgrade and CALEA 


SENSfTfVE BUT UNCLASSIFIED 
NON-RECORD 


]nV) (FBI) 


1 

In preparation for the One Way Push installation I'll need to know what length serial cables are 
needed. 

Typically, we install the Lowside Server into the DCS-6000 rack and the HiSide Server into the 
RW rack. We then connect the two servers via serial cable. With that being said, how many 
One Way Push systems are required - RW#1, RW#2, RW#3, or all? How many DCS-6000 
systems do you have - three like the RW and in the same locations? Do we have the rack 
space in the DCS-60 00 for a 2U Server, or if we are required to pu t more than one in a rack? 
Do you have enough j~^~| ports available on th ^ [ switch for (3) servers? Do 

X 

1 

1 


you have one free port on each I I switch? What length serial cable is required to go 

from ttie DCS-6000 rack to RW#1 , RW#2, and RW#3? Do you have enough UPS ports and 
power to handle the additional equipment? Three servers use 750W and the other three 
servers use 150W. Please let me know so that I can get the cables made to size. Usually we 
use 20ft, 35ft, and 50ft denomonations. Please call if you have any questions. 

Thnx. 

7 Q 3 | J 


— OrigiTia^Jessage^^^^^^ 

From: I ~k O(FBl) 

Sent: TTiur^aav* January 26, 2006 9:03 AM 

To; I CFBDJ" 

Ccx I I (OTD) {Arr 

Subject: RE: RW upgrade and CALEA 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


know you are avoiding me. The sooner the better We will start w ith the DCS-30Q0 targets first. Once 
we get those working, we will start on some CALEA T-1s. I have the i j iaking a list for me regarding how many 
targets come from each CO. We will st art with the bip oest Central Offices first and then go from their. Once I 
have some numbers I will let you know. I l is the TTA in charge of the DCS-3000 here if you have any j, 

questions. Talk to you soon. i 




]0TD) (FBI) 


— Original 

F^m: ■ (FBI) 

Sent; Wednesday, January 25, 2006 5:30 PM 

To j MIflff Bnj pro) (FBI) 

Cci \ (otJtt™? ' 

Suqeec He: m Upgrade and CALEA 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 


1 spoke wit N t oday and he has already discusser] Issues and 

concerns at length. We discussed some possible system configlir3!ldns, implementation 
approaches, and pilot testing. Upon my return to ERF, we will complete our configuration 
preparat ions, perform lab tests to verify operational performance, and will prepare for 
i I nstallation. More details to follow. If you have any further questions, feel free to 
give us a call. Hopefully, mid to later-part of Feb2006? 

Peace Out, 

-ca 


PS - We aren't avoiding you, just stalling for opening day at Yankee Stadium... 


Original M 

Frwn; 


es5^ 


J(Ny)(FBI) 


Wednesday, January 18, 2086 9:17 AM 


X 


(31) 


Sent: 



The upgratte s we just did n nl fc hnuld altow us to do CALEA now, I 

witl l I n my office to push all our FISA from the DCS-3000 into | | nd see how 

know when we can do this Soon is better than later. 


) think a vacation in NY for a couple of days is just what you need. What do you think? 




Cci I ^ ITD> (CON) 

Subiectt hw; DCS6000 Reniijte 

UNCLASSIFIED 

NON-RECORD 


rorwarding this e-mail to you in regards to the ieggj^an^ccreditation issues mentioned below. Chicago 
desires to remote a T-lll from headquarters city to their l I 

|^__f the DEa has been "hub" collecting for years, so one would think the jurisdictiortal issue is not an impediment or b 
has yet to be challenged in the courts. Do you foresee problems? b' 

, , b 

I t is for Security, would accreditation be a problem if TICTU addresses this case from a proof of concept b 

perspective? The VoiceBox (VB) collection system will be going through the C & A process anain shortly Also, this 
system is unclassified, and even though the interception would be traveling from Chicago t J I rom/to FBI 

controlled space) via a T-1, the routers will have encryption. Is that enough to satisfy Security? Any additional forseen 
problems? 

I believe FBI criminal collection is moving in this direction anyway, so now may be the time for TICTU to do some 
R & D. Thanks. 


Original M-wara— - 

From: | (OTO) (FBI) 

Sent: 2:39 PM 

To: I ITD) (CON) 

Cc! I I tDI (FBI) 

Subject: FW: DCSSOOO Remote 

UNCLASSIFIED 

NON-RECORD 


— Originai 

From: I T s> (CON) 

Sent: Friday, Jaiiiiaiv 13, 2O0fe 12:10 PM 

To: I 0^1) 

Cc I lOG) (FBI) 

Subject: 

RMS# 105654 - Previously submitted requesting DCS6000 remote capability {Assigned to 
Working 

CZ3 

Per our discussi on, here are some items of interest/or concern with regards to DCS6000 remote workstations. Also, i 
have talked with i i nd his is in agreement that Chicago would like to be a test site once this capability 

exists. We would be interested in an estimated time frame that this could happen and if there is anything that could be 
done to speed up the release of this technology. 


J - Status is , 


Concerns/or Issues that may need to be addressed: 

Legal - Monitoring/collecting in different jurisdictk>ns 
Network - Minimum bandwidth, encryption 
Security - Encryption, Accreditation 


Possible requirements at a remote site: 


Computer(s) (DCS6000/3000) 

Router + (TVs (Network connection/data) and/or ISDN’s) 
Remote Server 


I n 

Norm central Kegioral Supervisor - Chicago 
ELSUR Technology Management Unit 
Electronic_Suwei((ance Technology Section, OTD 
31 a IDesk) 

31 a Fax) 

31 a Call) 


b- 


UNCLASSIFIED 


UNCLASSIFIED 


UNCLASSIFIED 


[ 


ItDI tFBl) 


From: 

Sent: 

To: 

Cc: 

Subject: 


C 




2 


(OTD) (FBI) 


lEiC 


■iflhijaFy 1 pm 


tOTD)rFBl^: 


5 


U) (FBI) 
FISAec 


i iom wmn 

(FBI) j 


](0TD)(FBJ)£ 


3p) 


JOTD) (FBl[ 


SENSITIVE BUT UNCLASSIFIED b G 

NON-RECORD hir 


Can you help out wit j T iuestion below? 

— Original Message — 


From: 

Sent; 

To: 

Sbbjoct; 


□IP) (FBI) 


2006 i:33j 

I KCfTP) (FBl)f 


torn) (FBI) 
FISAec 


]0TD) (FBi£ 


]caTO) (FBI)^ 


SENSITIVE BUT UNCLASSIFIED 
NON^ECORD 


Gentlemen; 

I am trying to locate guidance re: this ec being required regarding our FISA collection systems. Are th j | (post cut 
through digits) and the DCS 3000 (SMS text messaging) to be included in order to be all inclusive? 

ASAP - please! 


X 


(34) 




lOG) (CON) 

rSTO t2:X0PM 
rOTOX (FBI) 
^^CG) (FBI) 


RMS# 105654 - Previously submitted requesting DCS6000 remote capability (Assigned tc 
Working 


Per our discuss jon. here are som e items of interest/or concern with regards to DCS8000 remote workstations. Aiso, f 
have talked wit i B and his Is in agreement that Chicago would like to be a test site once this capability 

exists. We woufd be interested rn an estimated time frame that this could happen and if there is anything that could be 
done to speed up the release of this technology, ^ ^ 


Concems/or Issues that nnay need to be addressed: 

Legal - Monitoring/collecting in different jurisdictions 
Network - Minimum bandwidth, encryption 
Security - Encryption, Accreditation 


Possible requirements at a remote site: 

Computer(s) (DCS6000/3000) 

Router + (TVs {Network connection/data) and/or ISDN's) 
Remote Server 


TTOTTTrnBnrr^TRs gional Supervisor - Chicago 
ELSUR Technology Management Unit 
.£lectEQDi&£liE^eillance Technology Section, OTD 
(Desk) 

(Fax) 

(Cell) 


X ( 35 ) 


UNCLASSIFIED 


From; 

Sent: 

1 IfOTDl (CON) 

Tuesday January 10, 2006 11'^ am 



To: 

1 |OTD) (FBII 

[ 1 ] 1 1 1 1 1 Km 1 

DTP) (FBI); 


Cc: 

r l(omwcoha 


OTO) (CON) 


UNCLASSIFIED 

NON-RECORD 


i-,- 

b 


After talkin g to tfie 
sgok^witl 


ingj 

j: 


site - it 

nand 


turns out that it is the 300Q system UPS that died and not the ! ^s alre ady 

he believes he has a replacement on the shelf. The RMS needs to be reassigned tq ^ 


Original 

Fwm; I b lD'i (FBI) 

Sent: Tut^av. January 10. 2M6 9:54 AM 

T«1 i 1 (0701 (COI 

Subject; FW: RMS REQUEST n(f0107915 

UNCLASSIFIED 

NON-RECOM) 


Is there something we can do about this? 


— Original Message — 

From: I I fSU (FBI) 

Sent; Mnrvtav Tannaivtw 2006 8:35 AM 

To: I lOTDt f FBn 

Ce I l fCrTP> CFBI)| |(SL) (CON) 

Subject: RMS REQUEST #0107915 ' ' 

UNCLASSIFIED 

NON-RECORD 


KL tiaa a on Friday in our FISA room and we don’t have a backup 

for the backup. 

I have submitted an RMS request for a new APC1500 UPS - if possible can 


you please expedite this request. 
Thanks 


X 


(36) 


